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QUESTION 1

You have completed a forensic investigation case. You would like to destroy the data contained in various disks at the
forensics lab due to sensitivity of the case. How would you permanently erase the data on the hard disk? 

A. Throw the hard disk into the fire 

B. Run the powerful magnets over the hard disk 

C. Format the hard disk multiple times using a low level disk utility 

D. Overwrite the contents of the hard disk with Junk data 

Correct Answer: A 

 

QUESTION 2

Kimberly is studying to be an IT security analyst at a vocational school in her town. The school offers many different
programming as well as networking languages. What networking protocol language should she learn that routers
utilize? 

A. OSPF 

B. BPG 

C. ATM 

D. UDP 

Correct Answer: A 

 

QUESTION 3

Frank is working on a vulnerability assessment for a company on the West coast. The company hired Frank to assess
its network security through scanning, pen tests, and vulnerability assessments. After discovering numerous known
vulnerabilities detected by a temporary IDS he set up, he notices a number of items that show up as unknown but
questionable in the logs. He looks up the behavior on the Internet, but cannot find anything related. What organization
should Frank submit the log to find out if it is a new vulnerability or not? 

A. RIPE 

B. CVE 

C. IANA 

D. APIPA 

Correct Answer: B 
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QUESTION 4

E-mail logs contain which of the following information to help you in your investigation? (Select up to 4) 

A. user account that was used to send the account 

B. attachments sent with the e-mail message 

C. unique message identifier 

D. contents of the e-mail message 

E. date and time the message was sent 

Correct Answer: ACDE 

 

QUESTION 5

You are conducting an investigation of fraudulent claims in an insurance company that involves complex text searches
through large numbers of documents. Which of the following tools would allow you to quickly and efficiently search for a
string within a file on the bitmap image of the target computer? 

A. Stringsearch 

B. grep 

C. dir 

D. vim 

Correct Answer: B 
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