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QUESTION 1

Which of the following defines the details of services to be provided for the client\\'s organization and the list of services
required for performing the test in the organization? 

A. Draft 

B. Report 

C. Requirement list 

D. Quotation 

Correct Answer: D 

 

QUESTION 2

Vulnerability assessment is an examination of the ability of a system or application, including the current security
procedures and controls, to withstand assault. 

What does a vulnerability assessment identify? 

A. Disgruntled employees 

B. Weaknesses that could be exploited 

C. Physical security breaches 
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D. Organizational structure 

Correct Answer: B 

 

QUESTION 3

John, the penetration testing manager in a pen testing firm, needs to prepare a pen testing pricing report for a client. 

Which of the following factors does he need to consider while preparing the pen testing pricing report? 

A. Number of employees in the client organization 

B. Complete structure of the organization 

C. Number of client computers to be tested and resources required to perform a pen test 

D. Number of servers available in the client organization 

Correct Answer: C 

 

QUESTION 4

Which of the following has an offset field that specifies the length of the header and data? 

A. IP Header 

B. UDP Header 

C. ICMP Header 

D. TCP Header 
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Correct Answer: D 

 

QUESTION 5

Traceroute is a computer network diagnostic tool for displaying the route (path) and measuring transit delays of packets
across an Internet Protocol (IP) network. It sends a sequence of three Internet Control Message Protocol (ICMP) echo
request packets addressed to a destination host. 

The time-to-live (TTL) value, also known as hop limit, is used in determining the intermediate routers being traversed
towards the destination. 

During routing, each router reduces packets\\' TTL value by 

B. 1 

C. 4 

D. 2 

Correct Answer: B 

Reference: http://www.packetu.com/2009/10/09/traceroute-through-the-asa/ 
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