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QUESTION 1

Which of the following protocol\\'s traffic is captured by using the filter tcp.port==3389 in the Wireshark tool?
A. Reverse Gossip Transport Protocol (RGTP)

B. Real-time Transport Protocol (RTP)

C. Remote Desktop Protocol (RDP)

D. Session Initiation Protocol (SIP)

Correct Answer: C

Reference: http://wiki.wireshark.org/RDP

QUESTION 2

Which of the following is the objective of Gramm-Leach-Bliley Act?

A. To ease the transfer of financial information between institutions and banks

B. To protect the confidentiality, integrity, and availability of data

C. To set a new or enhanced standards for all U.S. public company boards, management and public accounting firms
D. To certify the accuracy of the reported financial statement

Correct Answer: A

Reference: http://www.itap.purdue.edu/security/policies/glb_safeguards_rule_training_general.pdf

QUESTION 3

Which of the following is not a characteristic of a firewall?

A. Manages public access to private networked resources

B. Routes packets between the networks

C. Examines all traffic routed between the two networks to see if it meets certain criteria
D. Filters only inbound traffic but not outbound traffic

Correct Answer: D

QUESTION 4

NTP protocol is used to synchronize the system clocks of computers with a remote time server or time source over a
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network. Which one of the following ports is used by NTP as its transport layer?
A. TCP port 152
B. UDP port 177
C. UDP port 123
D. TCP port 113

Correct Answer: C

QUESTION 5

Which of the following is NOT related to the Internal Security Assessment penetration testing strategy?

A. Testing to provide a more complete view of site security

B. Testing focused on the servers, infrastructure, and the underlying software, including the target

C. Testing including tiers and DMZs within the environment, the corporate network, or parther company connections
D. Testing performed from a number of network access points representing each logical and physical segment

Correct Answer: B
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