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QUESTION 1

A directory traversal (or path traversal) consists in exploiting insufficient security validation/sanitization of user-supplied
input file names, so that characters representing "traverse to parent directory" are passed through to the file APIs.

The goal of this attack is to order an application to access a computer file that is not intended to be accessible. This
attack exploits a lack of security (the software is acting exactly as it is supposed to) as opposed to exploiting a bug in
the code.

Attacker
sending HTTP request -

ssnssassnseesssssnassi)p SR TTTETERRRIEEED =
asssssssessassnnsnnanil P LTI T T T T T

Server responds with —
password files

To perform a directory traversal attack, which sequence does a pen tester need to follow to manipulate variables of
reference files?

A. dot-dot-slash (../) sequence

B. Denial-of-Service sequence

C. Brute force sequence

D. SQL Injection sequence

Correct Answer: A

Reference:

https://www.cs.ucsb.edu/~vigna/publications/2010_doupe_cova_vigna_dimval0.pdf (pae 7, directory

traversal)

QUESTION 2

Variables are used to define parameters for detection, specifically those of your local network and/or specific servers or
ports for inclusion or exclusion in rules. These are simple substitution variables set with the var keyword. Which one of
the following operator is used to define meta-variables?

A. II$II

B. "#"

C.

D. "7"

Correct Answer: A
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QUESTION 3

DMZ is a network designed to give the public access to the specific internal resources and you might want to do the
same thing for guests visiting organizations without compromising the integrity of the internal resources. In general,
attacks on the wireless networks fall into four basic categories. Identify the attacks that fall under Passive attacks
category.(Select all that apply)

A. Wardriving

B. Spoofing

C. Sniffing

D. Network Hijacking

Correct Answer: A

QUESTION 4
Internet Control Message Protocol (ICMP) messages occur in many situations, such as whenever a datagram cannot

reach the destination or the gateway does not have the buffering capacity to forward a datagram. Each ICMP message
contains three fields: type, code, and checksum. Different types of Internet Control Message Protocols (ICMPs) are

identified by a type and code field.
Data o
x ..... > J

Gateway Destination
Which of the following ICMP messages will be generated if the destination port is not reachable?
A.ICMP Type 11 code 1
B. ICMP Type 5 code 3
C. ICMP Type 3 code 2
D. ICMP Type 3 code 3

Correct Answer: D

QUESTION 5

HTTP protocol specifies that arbitrary binary characters can be passed within the URL by using %xx notation, where
\Wxx\\' is the

A. ASCII value of the character
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B. Binary value of the character

C. Decimal value of the character

D. Hex value of the character

Correct Answer: D
https://books.google.nl/books?id=0RfANAwOUdICandpg=PA720andlpg=PA720anddq=%22xx+no tation%22
+binaryandsource=blandots=pGMqass7tiandsig=rnlg1xZ78ScUvullTmDY3r7REucandhl=

nlandsa=Xandei=8C4dVYelNorgasrzgoALandved=0CEQQ6AEwWBQ#v=0onepageandq=%22xx%20n otation%22%
20binaryandf=false
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