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QUESTION 1

Phishing is typically carried out by email spoofing or instant messaging and it often directs users to enter details at a
fake website whose look and feel are almost identical to the legitimate one. 

Phishing is an example of social engineering techniques used to deceive users, and exploits the poor usability of current
web security technologies. Attempts to deal with the growing number of reported phishing incidents include legislation,
user training, public awareness, and technical security measures. 

What characteristics do phishing messages often have that may make them identifiable? 

A. Invalid email signatures or contact information 

B. Suspiciously good grammar and capitalization 

C. They trigger warning pop-ups 

D. Suspicious attachments 

Correct Answer: C 

 

QUESTION 2

Which type of vulnerability assessment tool provides security to the IT system by testing for vulnerabilities in the
applications and operation system? 

A. Active/Passive Tools 

B. Application-layer Vulnerability Assessment Tools 

C. Location/Data Examined Tools 

D. Scope Assessment Tools 
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Correct Answer: D 

Reference: http://books.google.com.pk/books?id=7dwEAAAAQBAJandpg=SA7-
PA11andlpg=SA7PA11anddq=vulnerability+assessment+tool+provides+security+to+the+IT+system+by+testing +for
+vulnerabilities+in+the+applications+and+operation+systemandsource=blandots=SQCLHR
nnjIandsig=HpenOheCU4GBOnkA4EurHCMfND4andhl=enandsa=Xandei=DqYfVJCLHMTnyQODn
4C4Cwandved=0CDQQ6AEwAw#v=onepageandq=vulnerability%20assessment%20tool%20pr ovides%
20security%20to%20the%20IT%20system%20by%20testing%20for%20vulnerabili ties%20in%20the%
20applications%20and%20operation%20systemandf=false 

 

QUESTION 3

Amazon Consulting Corporation provides penetration testing and managed security services to companies. Legality and
regulatory compliance is one of the important components in conducting a successful security audit. 

Before starting a test, one of the agreements both the parties need to sign relates to limitations, constraints, liabilities,
code of conduct, and indemnification considerations between the parties. 

Which agreement requires a signature from both the parties (the penetration tester and the company)? 

A. Non-disclosure agreement 

B. Client fees agreement 

C. Rules of engagement agreement 

D. Confidentiality agreement 

Correct Answer: C 
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QUESTION 4

Choose the correct option to define the Prefix Length. 

A. Prefix Length = Subnet + Host portions 

B. Prefix Length = Network + Host portions 

C. Prefix Length = Network + Subnet portions 

D. Prefix Length = Network + Subnet + Host portions 

Correct Answer: C 

 

QUESTION 5

Which of the following is an application alert returned by a web application that helps an attacker guess a valid
username? 

A. Invalid username or password 

B. Account username was not found 

C. Incorrect password 

D. Username or password incorrect 

Correct Answer: C 
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