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QUESTION 1

Which one of the following 802.11 types has WLAN as a network support?
A. 802.11b

B. 802.11-Legacy

C. 802.11n

D. 802.11g

Correct Answer: C

QUESTION 2

From where can clues about the underlying application environment can be collected?
A. From the extension of the file

B. From executable file

C. From file types and directories

D. From source code

Correct Answer: A

QUESTION 3

Firewall and DMZ architectures are characterized according to its design. Which one of the following architectures is
used when routers have better high-bandwidth data stream handling capacity?

A. Weak Screened Subnet Architecture

B. "Inside Versus Outside" Architecture

C. "Three-Homed Firewall" DMZ Architecture
D. Strong Screened-Subnet Architecture

Correct Answer: A

QUESTION 4
Today, most organizations would agree that their most valuable IT assets reside within applications and databases.

Most would probably also agree that these are areas that have the weakest levels of security, thus making them the
prime target for malicious activity from system administrators, DBAs, contractors, consultants, partners, and customers.
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Functionality
(Features)

Security
(Restrictions)

Which of the following flaws refers to an application using poorly written encryption code to securely encrypt and store
sensitive data in the database and allows an attacker to steal or modify weakly protected data such as credit card
numbers, SSNs, and other authentication credentials?

A. SSl injection attack

B. Insecure cryptographic storage attack

C. Hidden field manipulation attack

D. Man-in-the-Middle attack

Correct Answer: B

QUESTION 5

Timing is an element of port-scanning that can catch one unaware. If scans are taking too long to complete or obvious
ports are missing from the scan, various time parameters may need to be adjusted. Which one of the following scanned
timing options in NMAP\\'s scan is useful across slow WAN links or to hide the scan?

A. Paranoid

B. Sneaky

C. Polite

D. Normal

Correct Answer: C
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