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QUESTION 1

In Linux, /etc/shadow file stores the real password in encrypted format for user\\'s account with added properties
associated with the user\\'s password. 

In the example of a /etc/shadow file below, what does the bold letter string indicate? Vivek:
$1$fnffc$GteyHdicpGOfffXX40w#5:13064:0:99999:7 

A. Number of days the user is warned before the expiration date 

B. Minimum number of days required between password changes 

C. Maximum number of days the password is valid 

D. Last password changed 

Correct Answer: B 

Reference: http://www.cyberciti.biz/faq/understanding-etcshadow-file/ (bullet # 4) 
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QUESTION 2

John, a penetration tester, was asked for a document that defines the project, specifies goals, objectives, deadlines, the
resources required, and the approach of the project. Which of the following includes all of these requirements? 

A. Penetration testing project plan 

B. Penetration testing software project management plan 

C. Penetration testing project scope report 

D. Penetration testing schedule plan 

Correct Answer: A 

Explanation: Rfere http://books.google.com.pk/books?id=7dwEAAAAQBAJandpg=SA4-PA14andlpg=SA4-
PA14anddq=penetration +testing+document+that+defines+the+project,+specifies+goals,+obje
ctives,+deadlines,+the+resources +required,+and+the+approach+of+the+projectandsource=b
landots=SQCLHNtthNandsig=kRcccmtDtCdZgB7hASShxSRbfOMandhl=enandsa=Xandei=hyMfVOKz
GYvmarvFgaALandved=0CB0Q6AEwAA#v=onepageandq=penetration%20testing%20docume nt%20that%
20defines%20the%20project%2C%20specifies%20goals%2C%20objectives% 2C%20deadlines%2C%
20the%20resources%20required%2C%20and%20the%20approac h%20of%20the%20projectandf=false 

 

QUESTION 3

Which of the following password cracking techniques is used when the attacker has some information about the
password? 

A. Hybrid Attack 

B. Dictionary Attack 

C. Syllable Attack 

D. Rule-based Attack 

Correct Answer: D 

Reference: 

http://202.154.59.182/mfile/files/Information%20System/Computer%20Forensics%3B%20H ard%20Disk% 

20and%20Operating%20Systems/CHAPTER%207%20Application%20Pass word%20Crackers.pdf (page 

4, rule-based attack) 

 

QUESTION 4

Which one of the following acts related to the information security in the US fix the responsibility of management for
establishing and maintaining an adequate internal control structure and procedures for financial reporting? 
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A. California SB 1386 

B. Sarbanes-Oxley 2002 

C. Gramm-Leach-Bliley Act (GLBA) 

D. USA Patriot Act 2001 

Correct Answer: B 

 

QUESTION 5

Which of the following will not handle routing protocols properly? 

A. "Internet-router-firewall-net architecture" 

B. "Internet-firewall-router-net architecture" 

C. "Internet-firewall -net architecture" 

D. "Internet-firewall/router(edge device)-net architecture" 

Correct Answer: B 
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