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QUESTION 1

You have compromised a lower-level administrator account on an Active Directory network of a small 

company in Dallas, Texas. You discover Domain Controllers through enumeration. You connect to one of 

the Domain Controllers on port 389 using Idp.exe. 

What are you trying to accomplish here? 

A. Poison the DNS records with false records 

B. Enumerate MX and A records from DNS 

C. Establish a remote connection to the Domain Controller 

D. Enumerate domain user accounts and built-in groups 

Correct Answer: D 

 

QUESTION 2

Which of the following is an application alert returned by a web application that helps an attacker guess a valid
username? 

A. Invalid username or password 

B. Account username was not found 

C. Incorrect password 

D. Username or password incorrect 

Correct Answer: C 

 

QUESTION 3

Port numbers are used to keep track of different conversations crossing the network at the same time. Both TCP and
UDP use port (socket) numbers to pass information to the upper layers. Port numbers have the assigned ranges. 
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Port numbers above 1024 are considered which one of the following? 

A. Dynamically assigned port numbers 

B. Statically assigned port numbers 

C. Well-known port numbers 

D. Unregistered port numbers 

Correct Answer: A 

Reference: http://stackoverflow.com/questions/136709/what-port-number-should-i-use- when-testingconnections-in-my-
local-intranet-in (see post 4) 

 

QUESTION 4

Which type of vulnerability assessment tool provides security to the IT system by testing for vulnerabilities in the
applications and operation system? 

A. Active/Passive Tools 

B. Application-layer Vulnerability Assessment Tools 

C. Location/Data Examined Tools 

D. Scope Assessment Tools 

Correct Answer: D 

Reference: http://books.google.com.pk/books?id=7dwEAAAAQBAJandpg=SA7-
PA11andlpg=SA7PA11anddq=vulnerability+assessment+tool+provides+security+to+the+IT+system+by+testing +for
+vulnerabilities+in+the+applications+and+operation+systemandsource=blandots=SQCLHR
nnjIandsig=HpenOheCU4GBOnkA4EurHCMfND4andhl=enandsa=Xandei=DqYfVJCLHMTnyQODn
4C4Cwandved=0CDQQ6AEwAw#v=onepageandq=vulnerability%20assessment%20tool%20pr ovides%
20security%20to%20the%20IT%20system%20by%20testing%20for%20vulnerabili ties%20in%20the%
20applications%20and%20operation%20systemandf=false 

 

QUESTION 5

You work as an IT security auditor hired by a law firm in Boston. You have been assigned the responsibility to audit the
client for security risks. When assessing the risk to the clients network, what step should you take first? 

A. Analyzing, categorizing and prioritizing resources 

B. Evaluating the existing perimeter and internal security 

C. Checking for a written security policy 

D. Analyzing the use of existing management and control architecture 

Correct Answer: C 
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