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QUESTION 1

James is testing the ability of his routers to withstand DoS attacks. James sends ICMP ECHO requests to the broadcast
address of his network. What type of DoS attack is James testing against his network?

A. Smurf

B. Trinoo

C. Fraggle
D. SYN flood

Correct Answer: A

QUESTION 2

You are conducting a penetration test against a company and you would like to know a personal email address of John,
a crucial employee. What is the fastest, cheapest way to find out John\\'s email address.

A. Call his wife and ask for his personal email account
B. Call a receptionist and ask for John Stevens\\' personal email account
C. Search in Google for his personal email ID

D. Send an email to John stating that you cannot send him an important spreadsheet attachment file to his business
email account and ask him if he has any other email accounts

Correct Answer: D

QUESTION 3
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Firewall and DMZ architectures are characterized according to its design. Which one of the following architectures is
used when routers have better high-bandwidth data stream handling capacity?

A. Weak Screened Subnet Architecture

B. "Inside Versus Outside" Architecture

C. "Three-Homed Firewall" DMZ Architecture
D. Strong Screened-Subnet Architecture

Correct Answer: A

QUESTION 4

Traceroute is a computer network diagnostic tool for displaying the route (path) and measuring transit delays of packets
across an Internet Protocol (IP) network. It sends a sequence of three Internet Control Message Protocol (ICMP) echo
request packets addressed to a destination host. The time-to-live (TTL) value, also known as hop limit, is used in
determining the intermediate routers being traversed towards the destination.

F | — T
B C\Windows\system32\emd.exe - tracert www.eccouncil.org : M
C:\>tracert wwu.eccouncil.org x

Tracing route to wWwWw,.eccouncll.org [66.111.3.186)
over a maximum of 30 hops:

Request timed out.

Request timed out

ras.beamtele.net [183.82.14.17)
121.248.252.5 . 5TATIC-Hyderabad.usnl .net . 1n

172.29,253.33
172.25.81.134

1x-0-108. tcorel .MLU-Humbai . as6453.net [188

[%]
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1f-9-5. tcorel .WYN-Marseille. as64S3.net [80.

Request timed out.
1¥-9-2 . tcore2.L78-Londen.asB453 . net [80.231.208

1f-1-2. tcorel .LT78-London.ase453.net [80.231.130
1f=17-2.tcorel .LDON-London.as6453 . net [80.231.138

195.219.83.182
yl=3604-pe-228.couZ. . Londonl .Level3.net [4.6 x

During routing, each router reduces packets\\' TTL value by
A3
B.1

C.4
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D.2

Correct Answer: B

QUESTION 5

John, the penetration tester in a pen test firm, was asked to find whether NTP services are opened on the target
network (10.0.0.7) using Nmap tool.

Sean Jools Profile Help

Target: : E Profile: _ E @ :C.!m:tl.

Command: |nmap -sU-p

| Hosts || Sewvices | | Nmap Output | Ports / Hosts | Topology | Host Details | scans|

05 4 Host _ El

Which one of the following Nmap commands will he use to find it?
A. nmap -sU p 389 10.0.0.7
B. nmap -sU p 123 10.0.0.7

C. nmap -sU p 161 10.0.0.7
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D. nmap -sU p 135 10.0.0.7

Correct Answer: B
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