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QUESTION 1

A security policy is a document or set of documents that describes, at a high level, the security controls that will be
implemented by the company. Which one of the following policies forbids everything and restricts usage of company
computers, whether it is system usage or network usage?

A. Paranoid Policy

B. Prudent Policy

C. Promiscuous Policy

D. Information-Protection Policy

Correct Answer: A

QUESTION 2

From where can clues about the underlying application environment can be collected?
A. From the extension of the file

B. From executable file

C. From file types and directories

D. From source code

Correct Answer: D

QUESTION 3

Identify the data security measure which defines a principle or state that ensures that an action or transaction cannot be
denied.

A. Availability

B. Integrity

C. Authorization

D. Non-Repudiation

Correct Answer: D

QUESTION 4

Rules of Engagement (ROE) document provides certain rights and restriction to the test team for performing the test
and helps testers to overcome legal, federal, and policy-related restrictions to use different penetration testing tools and
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techniques.

& Rules af Engagement Template =

DATE: [Date]

TO: [Name and Address of NASA Official]

FROM: [Name and Address of Third Party performing the Penetration Testing]

CC: [Name and Address of Interested NASA Officials]

RE: Rules of Engagement to Perform a Limited Penetranon Test in Suppon of
[reguired activiny]

[Name of third party] has been contracted by the National Aeronautics and Space Admmistration|
(NASA). [Name of requesting organization] to perform an audit of NASA's [Name of risk
assessment target]. The corresponding task-order requires the performance of penetration test
procedures to assess external and internal vulnerabilines. The purpose of having the “Rules of
Engagement’ 1s to clearly establish the scope of work and the procedures that will and will not
|_be performed, by defining targets, time frames, test rules, and ponts of contact.

What is the last step in preparing a Rules of Engagement (ROE) document?
A. Conduct a brainstorming session with top management and technical teams
B. Decide the desired depth for penetration testing

C. Conduct a brainstorming session with top management and technical teams
D. Have pre-contract discussions with different pen-testers

Correct Answer: B

QUESTION 5

The SnortMain () function begins by associating a set of handlers for the signals, Snort receives. It does this using the
signal () function. Which one of the following functions is used as a programspecific signal and the handler for this calls
the DropStats() function to output the current Snort statistics?

A. SIGUSR1

B. SIGTERM

C. SIGINT
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D. SIGHUP

Correct Answer: A
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