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QUESTION 1

Which of the following defines the details of services to be provided for the client\\'s organization and the list of services
required for performing the test in the organization?

A. Draft

B. Report

C. Requirement list
D. Quotation

Correct Answer: D

QUESTION 2

Identify the type of authentication mechanism represented below:
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Application Server
A. NTLMv1
B. NTLMv2
C. LAN Manager Hash
D. Kerberos

Correct Answer: D

QUESTION 3
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Packet filtering firewalls are usually a part of a router. In a packet filtering firewall, each packet is compared to a set of
criteria before it is forwarded. Depending on the packet and the criteria, the firewall can: i)Drop the packet ii)Forward it
or send a message to the originator At which level of the OSI model do the packet filtering firewalls work?
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A. Application layer

B. Physical layer
C. Transport layer
D. Network layer

Correct Answer: D

QUESTION 4

What sort of vulnerability assessment approach starts by building an inventory of protocols found on the machine?
A. Inference-based Assessment

B. Service-based Assessment Solutions

C. Product-based Assessment Solutions

D. Tree-based Assessment

Correct Answer: A
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QUESTION 5

Which of the following methods is used to perform server discovery?
A. Banner Grabbing

B. Whois Lookup

C. SQL Injection

D. Session Hijacking

Correct Answer: B
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