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QUESTION 1

Refer to the exhibit.
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After a remote user established a Cisco AnyConnect session from a wireless card through the Cisco ASA appliance of a
partner to a remote server, the user opened the Cisco AnyConnect VPN Client Statistics Details screen. What are the
two sources of the IP addresses that are marked A and B? (Choose two.)

A. IP address that is assigned to the wireless Ethernet adapter of the remote user

B. IP address that is assigned to the remote user from the Cisco ASA address pool

C. IP address of the Cisco ASA physical interface of the partner

D. IP address of the Cisco ASA virtual HTTP server of the partner

E. IP address of the default gateway router of the remote user

F. IP address of the default gateway router of the partner

Correct Answer: BC
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QUESTION 2

Which Cisco ASA CLI command is used to enable HTTPS (Cisco ASDM) access from any inside host on the
10.1.16.0/20 subnet?

A. http 10.1.16.0 0.0.0.0 inside

B. http 10.1.16.0 0.0.15.255 inside

C. http 10.1.16.0 255.255.240.0 inside
D. http 10.1.16.0 255.255.255.255

Correct Answer: C

QUESTION 3

To which two policy types can an administrator apply a web reputation profile to implement reputation- based
processing? (Choose two.)

A. access policies that permit traffic

B. access policies that deny traffic

C. decryption policies that decrypt potentially malicious traffic

D. universal access policies

E. NAT policies for ASAs that operate in multiple device mode

F. packet capture policies that perform global capture of dropped packets

Correct Answer: AC

QUESTION 4

When preconfiguring a Cisco AnyConnect profile for the user group, which file is output by the Cisco AnyConnect profile
editor?

A. user.ini

B. user.html
C. user.pcf
D. user.xml

Correct Answer: D

QUESTION 5
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Which statement best describes application recognition on the Cisco ASA NGFW?

A. Application recognition is based only on signatures that are constantly updated, which are usually released at a
monthly cadence.

B. Application recognition is based on signatures, heuristics, and content scanning, which removes the need to tie
applications to ports.

C. Application recognition is based on custom signatures based on URL, FQDN, user agent strings in the HTTP stream,
and IP addresses and ports.

D. Application recognition is based on PRSM that supports quick filtering capabilities to search for a particular
application.

Correct Answer: B
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