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QUESTION 1

Refer to the exhibit.

S 10.2.2.0255.255.255.0 [140] via 172.16.1.1C, dmz
= 10.2.3.0 255255 205 0F200] via 172.16.1.11, dmz%

il

Which Cisco ASA CLI commands configure these static routes in the Cisco ASA routing table?

A. route dmz 10.2.2.0 0.0.0.255 172.16.1.10route dmz 10.3.3.0 0.0.0.255 172.16.1.11

B. route dmz 10.2.2.0 0.0.0.255 172.16.1.10 1route dmz 10.3.3.0 0.0.0.255 172.16.1.11 1

C. route dmz 10.2.2.0 0.0.0.255 172.16.1.10route dmz 10.3.3.0 0.0.0.255 172.16.1.11 2

D. route dmz 10.2.2.0 255.255.255.0 172.16.1.10route dmz 10.3.3.0 255.255.255.0 172.16.1.11
E. route dmz 10.2.2.0 255.255.255.0 172.16.1.10 1route dmz 10.3.3.0 255.255.255.0 172.16.1.11
F. route dmz 10.2.2.0 255.255.255.0 172.16.1.10route dmz 10.3.3.0 255.255.255.0 172.16.1.11 2

Correct Answer: F

QUESTION 2

The "HTTPS decryption" feature is enabled with the default settings and decryption and IPS policies have been applied
to the traffic. Which statement describes what happens when a client connects to a server with an untrusted certificate?

A. The HTTPS traffic is decrypted but not inspected by the IPS.

B. The HTTPS traffic is dropped and is not decrypted or inspected by the IPS.

C. The HTTPS traffic is decrypted, inspected by the IPS, and dropped if a threat is identified.

D. The HTTPS traffic is not decrypted but is inspected by the IPS and dropped if a threat is identified.
E. The HTTPS traffic is forwarded to the client but is not decrypted or inspected.

Correct Answer: B

QUESTION 3

Which three methods are the most effective for an NGFW administrator to determine the URL category of a website?
(Choose three.)

A. Select the site from the Web Destinations dashboard.

B. Google it.
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C. Enter the URL into the NGFW search field.

D. Select an event with the website as the destination in the event viewer.
E. Submit the URL to https://securityhub.cisco.com.

F. Open a TAC case at http://cisco.com/tac.

G. Search for the site on the components objects screen.

Correct Answer: ADE

QUESTION 4

When the Cisco ASA appliance is processing packets, which action is performed first?
A. Check if the packet is permitted or denied by the inbound interface ACL.

B. Check if the packet is permitted or denied by the outbound interface ACL.

C. Check if the packet is permitted or denied by the global ACL.

D. Check if the packet matches an existing connection in the connection table.

E. Check if the packet matches an inspection policy.

F. Check if the packet matches a NAT rule.

Correct Answer: D

QUESTION 5

Which three action ranges are in the NG IPS profile? (Choose three.)
A. block only

B. block and monitor

C. block and do not monitor

D. allow only

E. allow and monitor

F. allow and do not monitor

Correct Answer: BEF
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