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QUESTION 1

In one custom dynamic application, the inside client connects to an outside server using TCP port 4444 and negotiates
return client traffic in the port range of 5000 to 5500. The server then starts streaming UDP data to the client on the
negotiated port in the specified range. Which Cisco ASA feature or command supports this custom dynamic
application? 

A. TCP normalizer 

B. TCP intercept 

C. ip verify command 

D. established command 

E. tcp-map and tcp-options commands 

F. set connection advanced-options command 

Correct Answer: D 

 

QUESTION 2

Refer to the exhibit. 

When the user "contractor" Cisco AnyConnect tunnel is established, what type of Cisco ASA user restrictions are
applied to the tunnel? 

A. full restrictions (no Cisco ASDM, no CLI, no console access) 

B. full restrictions (no read, no write, no execute permissions) 

C. full restrictions (CLI show commands and Cisco ASDM monitoring permissions only) 

D. full access with no restrictions 

Correct Answer: D 
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QUESTION 3

Which three Fire POWER services features require a subscription license? (Choose three.) 

A. URL filtering 

B. AVC 

C. high availability 

D. AMP 

E. IPS 

F. identity visibility 

Correct Answer: ADE 

 

QUESTION 4

Which threat score rating is the default value that identifies malware? 

A. greater than or equal to 80 

B. greater than or equal to 76 

C. greater than or equal to 75 

D. greater than or equal to 85 

Correct Answer: B 

 

QUESTION 5

A file-type embedded attack is an example of which IoC event category? 

A. security intelligence 

B. IPS 

C. malware 

D. firewall 

Correct Answer: C 
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