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QUESTION 1

In one custom dynamic application, the inside client connects to an outside server using TCP port 4444 and negotiates
return client traffic in the port range of 5000 to 5500. The server then starts streaming UDP data to the client on the
negotiated port in the specified range. Which Cisco ASA feature or command supports this custom dynamic
application?

A. TCP normalizer

B. TCP intercept

C. ip verify command

D. established command

E. tcp-map and tcp-options commands

F. set connection advanced-options command

Correct Answer: D

QUESTION 2

Refer to the exhibit.

; Configuration > Remote Access ¥YPN = AAALocal Users > Local Users O

Create entries in the ASA local user database.

Caommand autharization must be enabled in order For the user account privilegesﬁnfurced. Ta enable command autharizakion, go ko
Authorization.

-
AAA authenticakion console commands must be enabled in order For ceﬁ:cess restrictions to be enforced. To enable A48 authentication
command go bo Aukhentication, (

Access Resh ts VPN Group Palicy VPN Group Lock

Isername Privilege Level (Role)

emplovesl 15 - Inherit Group Polic, .. |
manager1 z2 Mo ash LI managemeankt -- Inherit Group Polic. .. '
!cuntractar 15 Full -- Inherit Group Policy -- -- Inherit Group Polic, .. |
|conkractart z Mo ASDM/CLI new_hire -- Inherit Group Polic... |

When the user "contractor" Cisco AnyConnect tunnel is established, what type of Cisco ASA user restrictions are
applied to the tunnel?

A. full restrictions (no Cisco ASDM, no CLI, no console access)

B. full restrictions (no read, no write, no execute permissions)

C. full restrictions (CLI show commands and Cisco ASDM monitoring permissions only)
D. full access with no restrictions

Correct Answer: D
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QUESTION 3

Which three Fire POWER services features require a subscription license? (Choose three.)
A. URL filtering

B. AVC

C. high availability

D. AMP

E. IPS

F. identity visibility

Correct Answer: ADE

QUESTION 4

Which threat score rating is the default value that identifies malware?
A. greater than or equal to 80

B. greater than or equal to 76

C. greater than or equal to 75

D. greater than or equal to 85

Correct Answer: B

QUESTION 5

A file-type embedded attack is an example of which 1oC event category?
A. security intelligence

B. IPS

C. malware

D. firewall

Correct Answer: C
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