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QUESTION 1

Which component of Cisco network security is updated after an attack to help prevent threats before they encounter the
network again?

A. Cisco site-to-site VPN

B. Cisco Identity and Access Control

C. Cisco Email Security

D. Cisco Web Security Appliance

E. Sourcefire Next-Generation Intrusion Prevention System
F. Cisco ASA Next-Generation Firewall

G. Cisco Security Intelligence Operations

Correct Answer: G

QUESTION 2

What is the primary reason that customers need content security today?
A. Companies are more spread out than ever before.

B. Organizations need to block high-risk websites.

C. Network traffic is growing at an exponential rate.

D. Storage is moving from on-premises to cloud-based.

E. More business is done using the web and email than ever before.

Correct Answer: E

QUESTION 3

Which two features of AMP are available in Cisco AMP for Networks that are not available in Cisco AMP for Content
alone? (Choose two.)

A. trajectory

B. retrospective security

C. dynamic analytics

D. behavioral indications of compromise

E. fuzzy fingerprinting
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F. one-to-one signature

Correct Answer: AD

QUESTION 4

Reputation filtering performs which two functions? (Choose two.)

A. rates each site based on a reputation score

B. automatically updates devices based on threats

C. tunes itself according to relevance to the network

D. communicates with Cisco SenderBase, which is a common security database
E. analyzes in-depth parameters for anything that requests network access

Correct Answer:. AD

QUESTION 5

Which two business use trends have surfaced in the last five years and require nontraditional security? (Choose two.)
A. BYOD

B. Wi-Fi connections

C. partial URL and application blocking

D. third-party applications

E. web and email attacks

F. a large number of remote employees

Correct Answer: AF
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