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QUESTION 1

A one-to-many type of scan, in which an attacker uses a single host to scan a single port on multiple target hosts,
indicates which port scan type? 

A. port scan 

B. portsweep 

C. decoy port scan 

D. ACK scan 

Correct Answer: B 

 

QUESTION 2

Which interface type allows for bypass mode? 

A. inline 

B. switched 

C. routed 

D. grouped 

Correct Answer: A 

 

QUESTION 3

When adding source and destination ports in the Ports tab of the access control policy rule editor, which restriction is in
place? 

A. The protocol is restricted to TCP only. 

B. The protocol is restricted to UDP only. 

C. The protocol is restricted to TCP or UDP. 

D. The protocol is restricted to TCP and UDP. 

Correct Answer: C 

 

QUESTION 4

When configuring FireSIGHT detection, an administrator would create a network discovery policy and set the action to
"discover". Which option is a possible type of discovery? 
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A. host 

B. IPS event 

C. anti-malware 

D. networks 

Correct Answer: A 

 

QUESTION 5

Which list identifies the possible types of alerts that the Sourcefire System can generate as notification of events or
policy violations? 

A. logging to database, SMS, SMTP, and SNMP 

B. logging to database, SMTP, SNMP, and PCAP 

C. logging to database, SNMP, syslog, and email 

D. logging to database, PCAP, SMS, and SNMP 

Correct Answer: C 
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