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QUESTION 1

Which option is true regarding the $HOME_NET variable? 

A. is a policy-level variable 

B. has a default value of "all" 

C. defines the network the active policy protects 

D. is used by all rules to define the internal network 

Correct Answer: C 

 

QUESTION 2

What does the whitelist attribute value "not evaluated" indicate? 

A. The host is not a target of the whitelist. 

B. The host could not be evaluated because no profile exists for it. 

C. The whitelist status could not be updated because the correlation policy it belongs to is not enabled. 

D. The host is not on a monitored network segment. 

Correct Answer: A 

 

QUESTION 3

Which statement is true concerning static NAT? 

A. Static NAT supports only TCP traffic. 

B. Static NAT is normally deployed for outbound traffic only. 

C. Static NAT provides a one-to-one mapping between IP addresses. 

D. Static NAT provides a many-to-one mapping between IP addresses. 

Correct Answer: C 

 

QUESTION 4

Which list identifies the possible types of alerts that the Sourcefire System can generate as notification of events or
policy violations? 

A. logging to database, SMS, SMTP, and SNMP 
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B. logging to database, SMTP, SNMP, and PCAP 

C. logging to database, SNMP, syslog, and email 

D. logging to database, PCAP, SMS, and SNMP 

Correct Answer: C 

 

QUESTION 5

Which option describes Spero file analysis? 

A. a method of analyzing the SHA-256 hash of a file to determine whether a file is malicious or not 

B. a method of analyzing the entire contents of a file to determine whether it is malicious or not 

C. a method of analyzing certain file characteristics, such as metadata and header information, to determine whether a
file is malicious or not 

D. a method of analyzing a file by executing it in a sandbox environment and observing its behaviors to determine if it is
malicious or not 

Correct Answer: C 
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