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QUESTION 1

What are three benefits that Cisco Umbrella brings to DNS-Layer Security? (Choose three.)
A. Helps provide breach mitigation

B. Blocks Domains/IPs associated with malware, phising, etc

C. Delivers cloud based recursive DNS

D. Provides profiling of devices

E. Logs all internet activity

F. Provides Sandboxing of malware

Correct Answer: BCE

ASAS Security Web and Email SE Module 2

QUESTION 2

Which is a feature of E-mail Security?
A. Layer-4 Monitoring

B. Umbrella

C. Outbreak Filters

D. Investigate

Correct Answer: C

QUESTION 3

Which are two key Cisco products that are part of the web threat-centric solution? (Choose two.)
A. Cisco Defense Orchestrator

B. Cisco Umbrella

C. Cisco Identity Services Engine

D. Cisco Web Security Appliance

E. Cisco Email Security Appliance

Correct Answer: BD
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ASAS Security Threat Centric Solutions - AM and SE Module 7

QUESTION 4

Which of AMP\\'s File capabilities deals with the problem of files passing through perimeter defenses that are later
discovered to be a threat?

A. Dynamic Analytics

B. Trajectory

C. Malware Security

D. File Retrospection

Correct Answer: D

Tracks the spread of any file within your network and continuously monitors file reputation over time. If a file reputation
changes to malicious or is found by file sandboxing to be malicious, AMP provides retrospective alerting in the after
phase. AMP identifies every instance of the file within your network to address the problem of malicious files passing
through perimeter defenses that are later deemed a threat. Reference:

https://lwww.cisco.com/c/en/us/td/docs/security/web_security/scancenter/administrator/guid e/
b_ScanCenter_Administrator_Guide/b_ScanCenter_Administrator_Guide_chapter_0111 01.pdf

QUESTION 5

Which feature of Cisco Web Security leverages the Outbreak Intelligence Engine to scan individual pieces of websites
before allowing access?

A. Antivirus Monitoring

B. Dynamic Content Analysis

C. Real-time Sandboxing Analysis
D. Visibility control

Correct Answer: C

ASAS Security Web and Email SE Module 2
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