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QUESTION 1

As the Chief Information Security Officer, you are performing an assessment of security posture to understand what
your Defense-in-Depth capabilities are. 

Which network security technology examines network traffic flows to detect and actively stop vulnerability exploits and
attacks? 

A. Gigamon 

B. Intrusion Prevention System 

C. Port Security 

D. Anti-virus 

Correct Answer: B 

Reference: https://searchsecurity.techtarget.com/definition/intrusion-prevention 

 

QUESTION 2

Which of the following should be determined while defining risk management strategies? 

A. Organizational objectives and risk tolerance 

B. Risk assessment criteria 

C. IT architecture complexity 

D. Enterprise disaster recovery plans 

Correct Answer: A 

 

QUESTION 3

When creating a vulnerability scan schedule, who is the MOST critical person to communicate with in order to ensure
impact of the scan is minimized? 

A. The asset owner 

B. The asset manager 

C. The data custodian 

D. The project manager 

Correct Answer: A 
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QUESTION 4

The BEST organization to provide a comprehensive, independent and certifiable perspective on established security
controls in an environment is 

A. Penetration testers 

B. External Audit 

C. Internal Audit 

D. Forensic experts 

Correct Answer: B 

 

QUESTION 5

John is the project manager for a large project in his organization. A new change request has been proposed that will
affect several areas of the project. One area of the project change impact is on work that a vendor has already
completed. The vendor is refusing to make the changes as they\\'ve already completed the project work they were
contracted to do. What can John do in this instance? 

A. Refer the vendor to the Service Level Agreement (SLA) and insist that they make the changes. 

B. Review the Request for Proposal (RFP) for guidance. 

C. Withhold the vendor\\'s payments until the issue is resolved. 

D. Refer to the contract agreement for direction. 

Correct Answer: D 
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