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QUESTION 1

Which of the following activities must be completed BEFORE you can calculate risk? 

A. Determining the likelihood that vulnerable systems will be attacked by specific threats 

B. Calculating the risks to which assets are exposed in their current setting 

C. Assigning a value to each information asset 

D. Assessing the relative risk facing the organization\\'s information assets 

Correct Answer: C 

 

QUESTION 2

A CISO has implemented a risk management capability within the security portfolio. Which of the following terms best
describes this functionality? 

A. Service 

B. Program 

C. Portfolio 

D. Cost center 

Correct Answer: B 

 

QUESTION 3

Which one of the following BEST describes which member of the management team is accountable for the day-to-day
operation of the information security program? 

A. Security administrators 

B. Security mangers 

C. Security technicians 

D. Security analysts 

Correct Answer: B 

 

QUESTION 4

What is the MAIN reason for conflicts between Information Technology and Information Security programs? 

A. Technology governance defines technology policies and standards while security governance does not. 
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B. Security governance defines technology best practices and Information Technology governance does not. 

C. Technology Governance is focused on process risks whereas Security Governance is focused on business risk. 

D. The effective implementation of security controls can be viewed as an inhibitor to rapid Information Technology
implementations. 

Correct Answer: D 

 

QUESTION 5

When gathering security requirements for an automated business process improvement program, which of the following
is MOST important? 

A. Type of data contained in the process/system 

B. Type of connection/protocol used to transfer the data 

C. Type of encryption required for the data once it is at rest 

D. Type of computer the data is processed on 

Correct Answer: A 
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