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QUESTION 1

When dealing with risk, the information security practitioner may choose to: 

A. assign 

B. transfer 

C. acknowledge 

D. defer 

Correct Answer: C 

 

QUESTION 2

Physical security measures typically include which of the following components? 

A. Physical, Technical, Operational 

B. Technical, Strong Password, Operational 

C. Operational, Biometric, Physical 

D. Strong password, Biometric, Common Access Card 

Correct Answer: A 

 

QUESTION 3

Step-by-step procedures to regain normalcy in the event of a major earthquake is PRIMARILY covered by which of the
following plans? 

A. Incident response plan 

B. Business Continuity plan 

C. Disaster recovery plan 

D. Damage control plan 

Correct Answer: C 

 

QUESTION 4

What is the MAIN reason for conflicts between Information Technology and Information Security programs? 

A. Technology governance defines technology policies and standards while security governance does not. 
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B. Security governance defines technology best practices and Information Technology governance does not. 

C. Technology Governance is focused on process risks whereas Security Governance is focused on business risk. 

D. The effective implementation of security controls can be viewed as an inhibitor to rapid Information Technology
implementations. 

Correct Answer: D 

 

QUESTION 5

A customer of a bank has placed a dispute on a payment for a credit card account. The banking system uses digital
signatures to safeguard the integrity of their transactions. The bank claims that the system shows proof that the
customer in fact made the payment. What is this system capability commonly known as? 

A. non-repudiation 

B. conflict resolution 

C. strong authentication 

D. digital rights management 

Correct Answer: A 
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