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QUESTION 1

Which two characteristics are associated with vSAN Data-In-Transit Encryption? (Choose two.)
A. Uses AES-256 bit encryption

B. Requires an external KMS in order to work

C. Needs specific configuration on the Network switches in order to be enabled

D. Can be enabled independently of the vSAN Data-At-Rest encryption

E. Needs to be enabled using vSAN Storage Policies

Correct Answer: AD

QUESTION 2

Which state is NOT a compliance status of a VM Storage Policy?
A. Compliant

B. Noncompliant

C. Stale

D. Not Applicable

Correct Answer: C

QUESTION 3

After a recent security assessment, the security team recommended that vSAN encryption be enabled. The vSAN
administrator will be adding a Key Management Server to vCenter.

What is a prerequisite to taking this action?

A. IPv6 addressing

B. Proxy server with username and password access
C. Self-encryption drives

D. Cryptographer ManageKeyServer permissions

Correct Answer: D

QUESTION 4
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Which vSAN advanced setting can be adjusted to avoid rebuild operations during a host hardware maintenance window
that is expected to exceed 90 minutes?

A. Forced Provisioning
B. Thin Swap

C. Object Repair Timer
D. Automatic Rebalance

Correct Answer: C

QUESTION 5

A host in the cluster experiences a permanent NIC failure, and the replacement part will not arrive until the next
morning. The administrator needs to ensure the availability of the production workload at all times.

Which step should be taken by the administrator to meet this goal?
A. Shut down the production VMs.

B. Perform a live vMotion to another host.

C. Disable the vSAN Service on the VMkernel port.

D. Enter Maintenance Mode with "Full Data Migration"

Correct Answer: B
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