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QUESTION 1

A vSAN administrator has been asked to encrypt all traffic for data and metadata across all hosts in a vSAN cluster. 

Which action is necessary to achieve this level of encryption? 

A. Enable vSAN Cluster level encryption via Storage Policy. No KMS is required. 

B. Enable vSAN Data In-Transit encryption at the cluster level. No KMS is required. 

C. Deploy KMS server, and enable vSAN Data at Rest encryption at the cluster level. 

D. Deploy KMS server, and enable vSAN Data at Rest and In-Transit encryption at the host level. 

Correct Answer: B 

 

QUESTION 2

A host in the cluster experiences a permanent NIC failure, and the replacement part will not arrive until the next
morning. The administrator needs to ensure the availability of the production workload at all times. 

Which step should be taken by the administrator to meet this goal? 

A. Shut down the production VMs. 

B. Perform a live vMotion to another host. 

C. Disable the vSAN Service on the VMkernel port. 

D. Enter Maintenance Mode with "Full Data Migration" 

Correct Answer: B 

 

QUESTION 3

A vSAN administrator is noticing that the objects resynchronizing in the cluster are taking longer than expected and
wants to view the resynchronizing metrics. Which performance category should the vSAN administrator open? 

A. Backend 

B. Resync Latency 

C. Host Network 

D. Disks 

Correct Answer: A 

 

QUESTION 4
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A new vSAN Cluster with four hosts has to be designed for a single site architecture. Which design decision is correct? 

A. All the data must remain accessible even with two host failures. 

B. Configure the storage controllers to use RAID. 

C. Use block-based storage for the new vSAN cluster. 

D. Only hardware listed on the VMware Compatibility Guide will be deployed. 

Correct Answer: B 

 

QUESTION 5

A vSAN administrator was presented with 30 additional vSAN ReadyNodes to add to an existing vSAN cluster. There is
only one administrator to complete this task. 

What is the fastest approach? 

A. Use a Host Profile that was extracted from an existing host. 

B. Clone the ESXi boot partition to all new hosts, since the hardware is identical. 

C. Run vim-cmd to capture, and apply the configuration from an existing host. 

D. Launch Quickstart to Add Hosts to a vSAN Cluster 

Correct Answer: D 
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