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QUESTION 1

In which two ways can the tamper protection on an App Control agent be disabled when diagnosing agent issues or
removing the agent? (Choose two.) 

A. From the Computer Details page on the web console 

B. From the Files on Computers page on the web console 

C. Run authenticated DasCLI on Windows command prompt 

D. Run RepCLI on Windows command prompt 

E. From the File Catalog page on the web console 

Correct Answer: AC 

Reference: https://community.carbonblack.com/t5/Knowledge-Base/App-Control-How-to-Disable-EnableTamper-
Protection/ta-p/37220 

 

QUESTION 2

An administrator uses the following Enterprise EDR search query to show web browsers spawning nonbrowser child
processes that connect over the network: 

(parent_name:chrome.exe OR parent_name:iexplore.exe OR parent_name:firefox.exe) AND (NOT
process_name:chrome.exe OR NOT process_name:iexplore.exe OR NOT process_name:firefox.exe) 

Which field can be added to this query to filter the results by signature status? 

A. childproc_publisher_state 

B. process_publisher 

C. childproc_reputation 

D. process_publisher_state 

Correct Answer: C 

 

 

QUESTION 3

An Endpoint Standard administrator finds a binary in the environment and decides to manually add the file hash to the
Banned List. 

Which reputation does the file now have? 

A. Suspect/Heuristic Malware 
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B. Company Black 

C. Adware/PUP Malware 

D. Known Malware 

Correct Answer: A 

 

 

QUESTION 4

An analyst is investigating a specific alert in Endpoint Standard. The analyst selects the investigate button from the alert
triage page and sees the following: 

Which statement accurately characterizes this situation? 

A. These events are tied to an observed alert within the user interface. 

B. The policy had no blocking and isolation rules set. 

C. The events shown will all have the same event ID, correlating them to the alert. 

D. Each event listed contributed to the overall alert score and severity. 

Correct Answer: D 

 

 

QUESTION 5

A Carbon Black administrator received an alert for an untrusted hash executing in the environment. Which two
information items are found in the alert pane? (Choose two.) 
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A. Launch Live Query 

B. Launch process analysis 

C. User quarantine 

D. Add hash to banned list 

E. IOC short name 

Correct Answer: AB 
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