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QUESTION 1

When investigating potential network security issues, which two pieces of useful information would be found in a syslog
message? (Choose two.) 

A. product serial number 

B. MAC address 

C. IP address 

D. product model number 

E. broadcast address 

Correct Answer: BC 

 

QUESTION 2

As a part of incident response, which action should be performed? 

A. watch to see if the incident reoccurs 

B. custody of information 

C. maintain data security and custody for future forensics use 

D. classify the problem 

Correct Answer: C 

 

QUESTION 3

Which two measures would you recommend to reduce the likelihood of a successfully executed network attack from the
Internet? (Choose two.) 

A. Completely disconnect the network from the Internet. 

B. Deploy a stateful edge firewall. 

C. Buy an insurance policy against attack-related business losses. 

D. Implement a password management policy for remote users. 

Correct Answer: BD 

 

QUESTION 4

Which action is recommended to prevent an incident from spreading? 
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A. Shut down the switch port. 

B. Reboot the system. 

C. Reboot the switch. 

D. Reboot the router. 

Correct Answer: A 

 

QUESTION 5

Which is considered to be anomalous activity? 

A. an alert context buffer containing traffic to amazon.com 

B. an alert context buffer containing SSH traffic 

C. an alert context buffer containing an FTP server SYN scanning your network 

D. an alert describing an anonymous login attempt to an FTP server 

Correct Answer: C 
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