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QUESTION 1

Which protocol is typically considered critical for LAN operation?
A. BGP

B. ARP

C. SMTP

D. GRE

Correct Answer: B

QUESTION 2

Which three tools should be used for incident response? (Choose three.)
A. screwdriver

B. sniffer

C. antivirus/anti-malware software

D. video player

E. CPU

F. RAM

Correct Answer: ABC

QUESTION 3

Refer to the exhibit.

18:07:12.618698 40:6c:8F:11:20:20 > FF:FF:FF«FF:FF:FF, ARP, length 42: Ethernet (len 6), IPvw (len -;5'-
Request who-has 192.168.10.7 tel] 152.168.10.8, Tength
18:07:12.619126 00:1e:7a:df:12:12 > 40:6c:5F:11:20:20,ARP, Tength 80: Ethernet (len 83, IPvd (len 47 mEdndy
192.168.10.7 is-at 00:le:7a:df:12:12, Tength 46 uf £

Based on the tcpdump output, which two statements are true? (Choose two.)

A. The reply is sent via unicast.

B. All devices in the same subnet on a switched network will see the reply because it was broadcast.
C. The device is coming up for the first time and is requesting an IP address.

D. The ARP request is being sent as a broadcast.
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E. The device is requesting an ARP.
F. Host 192.168.10.7 is requesting the operational status of host 192.168.10.8.

Correct Answer: AD

QUESTION 4

Refer to the exhibit.

16:44:56.916908 00 8, ethertype IPv4 (0x0800),

. L@.@mg;_gﬁﬂﬂ.—lﬁaug}m 0, nop,wscal mucmiik

In the packet captured from tcpdump, which fields match up with the lettered parameters?

A. A. Source and destination IP addresses, B. Source and destination Ethernet addresses, C. Source and destination
TCP port numbers, D. TCP acknowledgement number, E. IP options

B. A. Source and destination Ethernet addresses, B. Source and destination IP addresses, C. Source and destination
TCP port numbers, D. TCP sequence number, E. TCP options

C. A. Source and destination Ethernet addresses, B. Source and destination IP addresses, C. Source and destination
TCP port numbers, D. TCP acknowledgement number, E. IP options

D. A. Source and destination Ethernet addresses, B. Source and destination IP addresses, C. Source and destination
TCP port numbers, D. TCP sequence number, E. IP options

Correct Answer: B

QUESTION 5

Which three post-mortem steps are critical to help prevent a network attack from reoccurring? (Choose three.)
A. Document the incident in a report.

B. Collect "show" outputs after the attack.

C. Involve law enforcement officials.

D. Create a "lessons learned" collection.

E. Update the security rules for edge devices.

F. Revise the network security policy.

Correct Answer: ADF
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