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QUESTION 1

Which event is likely to be a false positive?

A. Internet Relay Chat signature with an alert context buffer containing #IPS_ROCS Yay

B. a signature addressing an ActiveX vulnerability alert on a Microsoft developer network documentation page
C. an alert for a long HTTP request with an alert context buffer containing a large HTTP GET request

D. BitTorrent activity detected on ephemeral ports

Correct Answer: B

QUESTION 2

Refer to the exhibit.

18:07:12.618698 40:6c:8F:11:20:20 > Fr:ff:Ff:fr:FF:TT, ARP, length 42: ethernet (Ten &), IPvd (len 4 EIEEGEEE
Request who-has 192,168.10.7 tel] 1%2.168.10.8, Tength R 2 ""
18:07:12.5819126 00:1le:7a:df:12:12 > 40:6c:3F:11:20:20 74RP, langth 60: Ethernat (len &), IPvd (len 4%k

192.168.10.7 is-at 00:le:7a:df:12:12, Tength 46 bj

Based on the tcpdump output, which two statements are true? (Choose two.)

A. The reply is sent via unicast.

B. All devices in the same subnet on a switched network will see the reply because it was broadcast.
C. The device is coming up for the first time and is requesting an IP address.

D. The ARP request is being sent as a broadcast.

E. The device is requesting an ARP.

F. Host 192.168.10.7 is requesting the operational status of host 192.168.10.8.

Correct Answer: AD

QUESTION 3

Refer to the exhibit.

Protocol Total Flowre Packets Bytes Packets Active(Sec) Idle(Sec)
————— _— Flmrs f5ec fFlowr ‘:ﬂld: f5ec fELlowr {Elow
FY
Srolf SrclPaddress DstIf ¥ DstIPaddress Pr Secl IstP Pkis
Gio 10.18.97. 104 Local g 10.22.9.98 06 FI3n 0016 61
L)
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Which protocol is used in this network traffic flow?
A. SNMP

B. SSH

C.DNS

D. Telnet

Correct Answer: B

QUESTION 4

Refer to the exhibit.

Exhibit: 3240

Which two personal administrators should be involved to investigate further? (Choose two.)
A. email administrator

B. IPS administrator

C. DNS administrator

D. desktop administrator

E. security administrator

Correct Answer: CD

QUESTION 5

Where should you report suspected security vulnerability in Cisco router software?
A. Cisco TAC

B. Cisco IOS Engineering

C. Cisco PSIRT

D. Cisco SIO

Correct Answer: C
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