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QUESTION 1

Which publication from the ISO covers security incident response? 

A. 1918 

B. 2865 

C. 27035 

D. 25012 

Correct Answer: C 

 

QUESTION 2

Which describes the best method for preserving the chain of evidence? 

A. Shut down the machine that is infected, remove the hard drive, and contact the local authorities. 

B. Back up the hard drive, use antivirus software to clean the infected machine, and contact the local authorities. 

C. Identify the infected machine, disconnect from the network, and contact the local authorities. 

D. Allow user(s) to perform any business-critical tasks while waiting for local authorities. 

Correct Answer: C 

 

QUESTION 3

Which step should be taken first when a server on a network is compromised? 

A. Refer to the company security policy. 

B. Email all server administrators. 

C. Determine which server has been compromised. 

D. Find the serial number of the server. 

Correct Answer: A 

 

QUESTION 4

In what sequence do the proper eradicate/recovery steps take place? 1) Re-image2) Restore3) Patch4) Backup 

A. 1, 2, 3, 4 

B. 4, 3, 2, 1 
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C. 1, 3, 4, 2 

D. 4, 1, 3, 2 

Correct Answer: D 

 

QUESTION 5

Which would be classified as a remote code execution attempt? 

A. OLE stack overflow detected 

B. null login attempt 

C. BitTorrent activity detected 

D. IE ActiveX DoS 

Correct Answer: A 
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