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QUESTION 1

An engineer designers a Cisco ACI Multi-Pod solution that requires a pair of active-standby firewalls in different pods for
external connectivity. How should the firewalls be implemented? 

A. PBR for routed firewalls 

B. separate L3Out peerings for routed firewalls 

C. routed firewall for the default gateway 

D. transparent firewalls 

Correct Answer: D 

Reference: https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centric-
infrastructure/white-paper-c11-739571.html 

 

QUESTION 2

What is a use of the Overlay Multicast TEP in Cisco ACI Multi-Site communication? 

A. to perform headend replication 

B. to act as the source IP for BUM traffic 

C. to establish MP-BGP adjacencies with remote spines 

D. to send and receive unicast VXLAN data plane traffic 

Correct Answer: B 

Reference: https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centric-
infrastructure/white-paper-c11-739609.html#CiscoACIMultiSiteoverlaydataplane 

 

QUESTION 3

DRAG DROP 
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Refer to the exhibit. Drag and drop the subnets and flags from the left into the External Network Instance Profile policies
on the right to create a setup that advertises only 10.10.0.0/24 and 10.10.1.0/24 prefixes in VRF1 and establishes
connectivity between VRFs. Not all options are used. 

Select and Place: 
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Correct Answer: 
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QUESTION 4

An engineer must limit local and remote endpoint learning to the bridge domain subnet. Which action should be taken
inside the Cisco APIC? 

A. Disable Remote EP Learn 

B. Enable Enforce Subnet Check 

C. Disable Endpoint Dataplane Learning 

D. Enable Limit IP Learning to Subnet 
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Correct Answer: B 

Reference: https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centric-
infrastructure/white-paper-c11-739989.html 

 

QUESTION 5

Which two actions should be taken to ensure a scalable solution when multiple EPGs in a VRF require unrestricted
communication? (Choose two.) 

A. Configure a taboo contract between the EPGs that require unrestricted communication between each other. 

B. Enable Preferred Group Member under the EPG Collection for VRF section. 

C. Set the VRF policy control enforcement preference to Unenforced. 

D. Set the EPGs that require unrestricted communication between each other as preferred group members. 

E. Set the EPGs that require policy enforcement between each other as preferred group members. 

Correct Answer: CD 

Reference: https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/basic-configuration/Cisco-APIC-
Basic-Configuration-Guide-42x/Cisco-APIC-Basic-Configuration-Guide-42x_chapter_0110.html 
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