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QUESTION 1

Which statement about Control Plane Policing is true?

A. Control Plane Policing allows QoS filtering to protect the control plane against DoS attacks.

B. Control Plane Policing classifies traffic into three categories to intercept malicious traffic.

C. Control Plane Policing allows ACL-based filtering to protect the control plane against DoS attacks.

D. Control Plane Policing intercepts and classifies all traffic.

Correct Answer: A

The Control Plane Policing feature allows you to configure a quality of service (QoS) filter that manages the traffic flow
of control plane packets to protect the control plane of routers and switches against reconnaissance and denial-of-
service (DoS) attacks. In this way, the control plane (CP) can help maintain packet forwarding and protocol states

despite an attack or heavy traffic load on the router or switch. Reference: http://www.cisco.com/c/en/us/td/docs/ios-
xml/ios/qos_plcshp/ configuration/xe-3s/asr1000/qos-plcshp-xe-3s-asr-1000-book/gos-plcshp-ctrl-pln-plc.html

QUESTION 2

Which two options are for securing NTP? (Choose two.)
A. a stratum clock

B. access lists

C. Secure Shell

D. authentication

E. Telnet

Correct Answer: BD

QUESTION 3

Which statement about ACL operations is true?

A. The access list is evaluated in its entirety.

B. The access list is evaluated one access-control entry at a time.

C. The access list is evaluated by the most specific entry.

D. The default explicit deny at the end of an access list causes all packets to be dropped.

Correct Answer: B
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QUESTION 4

Which statement is true about vishing?

A. Influencing users to forward a call to a toll number (for example, a long distance or international number)
B. Influencing users to provide personal information over a web page

C. Using an inside facilitator to intentionally forward a call to a toll number (for example, a long distance or international
number)

D. Influencing users to provide personal information over the phone

Correct Answer: D

Vishing (voice phishing) uses telephony to glean information, such as account details, directly from users. Because
many users tend to trust the security of a telephone versus the security of the web, some users are more likely to

provide confidential information over the telephone. User education is the most effective method to combat vishing
attacks.

QUESTION 5

Which two pieces of information should you acquire before you troubleshoot an STP loop? (Choose two.)
A. topology of the routed network

B. topology of the switched network

C. location of the root bridge

D. number of switches in the network

Correct Answer: BC

Forwarding loops vary greatly both in their origin (cause) and effect. Due to the wide variety of issues that can affect
STP, this document can only provide general guidelines about how to troubleshoot forwarding loops.

Before you start to troubleshoot, you must obtain this information:

An actual topology diagram that details all of the switches and bridges

Their corresponding (interconnecting) port numbers

STP configuration details, such as which switch is the root and backup root, which links have a non-default cost or

priority, and the location of blocking ports Reference: http://www.cisco.com/c/en/us/support/docs/lan-switching/spanning-
treeprotocol/28943-170.html
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