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QUESTION 1

Which two of the following authentication methods used for WiFi security require the use of certificates? (Choose two.) 

A. PEAP 

B. EAP-FAST 

C. WPA2 

D. WPA1 

E. EAP-TLS 

F. EAP-MD5 

Correct Answer: AE 

When you use EAP with a strong EAP type, such as TLS with smart cards or TLS with certificates, both the client and
the server use certificates to verify their identities to each other. Certificates must meet specific requirements both on
the server and on the client for successful authentication. 

Reference: https://support.microsoft.com/en-us/kb/814394 

 

QUESTION 2

How are application-specific devices differentiated from laptop computers in the way they support Cisco Compatible
Extensions? 

A. ASDs are required to support only Cisco Compatible Extensions v1 and v2 features. Laptops must support all Cisco
Compatible Extensions features. 

B. ASDs are required to support only Cisco Compatible Extensions v5 management features, while laptops are required
to support optional features. 

C. Several features that are required for laptops are not required for ASDs. 

D. There is no differentiation. ASDs and laptops must both support the same Cisco Compatible Extensions features. 

Correct Answer: C 

In each version of CCX some features are classified as optional for ASDs. Examples of ASDs are medical devices,
mobile computers, smartphones, and printers. The CCX specification for ASDs is a subset of the CCX specification for 

laptops. Some CCX features are not required for ASDs because many ASDs lack the computing power or operating
system foundation required to support the features. 

Reference: 

http://incenter.medical.philips.com/doclib/enc/fetch/2000/4504/577242/577243/577246/581601/711562/
The_Value_of_CCX_for_Philips_PageWriter_Cardiographs.pdf%3fnodeid%3d5784998%26vernum%3d1 
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QUESTION 3

An engineer wants to setup WPA2 Enterprise using EAP-TLS and a remote RADIUS server. What device(s) would the
engineer specify the EAP type on? 

A. the supplicant and authentication server 

B. the supplicant and authenticator 

C. the authenticator and authentication server 

D. the supplicant only 

E. the authentication server only 

Correct Answer: A 

 

QUESTION 4

Which option describes computer-to-computer wireless communication? 

A. BSS and BSA 

B. IBSS and ad hoc network 

C. ad hoc network and BSA 

D. IBSS and ESS 

E. ESS and BSA 

F. BSS and ad hoc network 

Correct Answer: B 

Ad-hoc mode is an 802.11 networking framework in which devices or stations communicate directly with each other,
without the use of an access point (AP). Ad- hoc mode is also referred to as peer-to-peer mode or an Independent Basic
Service Set (IBSS). Ad-hoc mode is useful for establishing a network where wireless infrastructure does not exist or
where services are not required. 

Reference: http://www.webopedia.com/TERM/A/ad_hoc_mode.html 

 

QUESTION 5

Which device divides a signal between two antennas? 

A. splitter 

B. lightening arrestor 

C. attenuator 

D. amplifier 
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Correct Answer: A 

A splitter causes insertion loss and divides available power between two antennas. 
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