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QUESTION 1

When the pre-shared key authentication method is used for WPA or WPA2, for which two functions is the pre-shared
key used? (Choose two.) 

A. to act as the Group Transient Key during the bidirectional handshake 

B. to act as the Pairwise Master Key during the bidirectional handshake 

C. to derive the nonce at each side of the exchange 

D. to derive the Pairwise Transient Key 

Correct Answer: BD 

Pre-shared key (PSK) is computed based on a shared secret (pass-phrase) which was previously shared between the
two parties using some secure channel before it needs to be used. It is used to identify both peers to each other. The
strength of the PSK depends on the strength of the pass-phrase. The strength of the PSK is important, because WPA-
Personal (and WPA2-Personal) use the PSK as the Pairwise Master Key (PMK). The PMK, when combined with two
random numbers (nonces) and the MAC addresses of the access point and the client, produces a unique Pairwise
Transient Key (PTK) that secures the unicast traffic between the access point and the client. A new PTK is produced
each time a client connects to the access point. 

 

QUESTION 2

Which three items are allowed on an Ethernet trunk port? (Choose three.) 

A. autonomous AP 

B. FlexConnect AP 

C. local AP 

D. monitor AP 

E. rogue detector AP 

F. sniffer AP 

G. SE-Connect AP 

H. Cisco WLC 

Correct Answer: ABE 

A: The basic reason as to why autonomous AP\\'s need trunk ports and lightweight AP\\'s don\\'t does indeed have to do
with the capwap tunnel that is used between the AP and the controller. 

B: you can attach the access point that is enabled for FlexConnect to a trunk or access port on the switch. 

E: APs can also be placed in rogue detector mode. In this mode, the rogue detector AP is placed on a trunk port so it
can monitor all wired-side connected VLANs, and the AP radios are turned off. 
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QUESTION 3

Which Cisco AnyConnect module provides wireless connectivity? 

A. telemetry 

B. web security 

C. VPN 

D. NAM 

E. DART 

F. posture 

G. CSSC 

Correct Answer: D 

The Cisco AnyConnect Secure Mobility Client is a multifunctional and modular security client. It was built to enable you
to use the same interface across various hardware and software platforms (operating systems) to manage and secure
your connections to the network. It contains several modules: 

VPN Module 

Diagnostic Reporting Tool (DART, to analyze and troubleshoot connections) 

Network Access Module (provided as part of the Network Access Manager to manage user and device identity over
wired and wireless deployments) 

Posture Module (to identify the operating system, antivirus, anti-spyware, and firewall installed on the host) 

Telemetry (used with the Cisco IronPort Web Security Appliance to identify the source of malwares) 

Web Security Module (cloud-based real-time web protection and policy enforcement) You can just install the modules
you need, then add or remove modules as the security needs change. 

Reference: CCNA Wireless (640-722 IUWNE) Quick Reference Guide page 73 

 

QUESTION 4

Which method of encryption does the 802.11i standard use? 

A. AES/CCMP 

B. AES/ECB 

C. AES/OCB 

D. TKIP 

E. both AES/ECB and AES/CCMP 
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Correct Answer: A 

Counter Mode Cipher Block Chaining Message Authentication Code Protocol, Counter Mode CBC-MAC Protocol or
simply CCMP (CCM mode Protocol) is an encryption protocol designed for Wireless LAN products that implement the 

standards of the IEEE 802.11i amendment to the original IEEE 802.11 standard. CCMP is an enhanced data
cryptographic encapsulation mechanism designed for data confidentiality and based upon the Counter Mode with CBC-
MAC (CCM) 

of the AES standard. It was created to address the vulnerabilities presented by WEP, a dated, insecure protocol. 

Reference: http://en.wikipedia.org/wiki/CCMP 

 

QUESTION 5

Which CAPWAP AP management-access method is available as the default setting? 

A. only the console port 

B. the console port and SSH 

C. the console port, SSH, and HTTPS 

D. SSH only 

Correct Answer: A 

After an access point joins the controller, the access point enables console port security only, and you are prompted for
your username and password whenever you log into the access point\\'s console port. When you log in, you are in non-
privileged mode, and you must enter the enable password in order to use the privileged mode. 

Reference:
http://www.cisco.com/c/en/us/td/docs/wireless/controller/5-2/configuration/guide/Controller52CG/c52lwap.pdf 
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