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QUESTION 1

What is the IEEE name for a group of access points that are connected by using the Ethernet? 

A. ESS 

B. BSS 

C. IBSS 

D. ISS 

Correct Answer: A 

The wired section of the network that can be reached through the AP is called, from the perspective of the wireless side,
the Distribution System (DS). When the distribution system links two APs, or two cells, via Ethernet, the group is called
an Extended Service Set (ESS). 

Reference: CCNA Wireless (640-722 IUWNE) Quick Reference Guide page 5 

 

QUESTION 2

An engineer is troubleshooting why wireless clients have not been able to connect to the network. Where would an
engineer verify the total number of excluded clients in the last day? 

A. Security > Miscellaneous 

B. Security > Rogues 

C. Alarms 

D. Events 

E. Clients > Troubleshoot 

F. Access Points 

Correct Answer: A 

 

QUESTION 3

To mitigate DoS attacks on a network, what security method should be implemented? 

A. WEP 

B. 802.1x 

C. Non-broadcast SSID 

D. Client MFP 
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Correct Answer: D 

 

QUESTION 4

You have an Apple IOS iPhone4 that is used on your home Wi-Fi network and a personal laptop that is used on your
work\\'s enterprise wireless network. At your office, you are unable to see the enterprise wireless network on your
iPhone4. What is the most likely cause of this issue? 

A. WPA2 CPU intensive encryption is not supported on the client. 

B. WPA2 must be enabled on the client. 

C. A new profile must be created on the client. 

D. Wi-Fi must be enabled on the client. 

E. The enterprise is 2.4 GHz only. 

F. The enterprise is 5 GHz only. 

G. The RF channel must be adjusted on the client. 

Correct Answer: F 

The iPhone4 only supports 2.4 Ghz wireless. 5 Ghz wireless support was added with the iPhone5. 

 

QUESTION 5

When a wireless client is authenticated in a controller-based wireless network, which three pieces of source
identification information can be used by the controller for an Access-Request message that is sent to an external
RADIUS server? (Choose three.) 

A. wireless client IP address 

B. controller IP address 

C. AP IP address 

D. wireless client MAC address 

E. controller MAC address 

F. AP MAC address 

Correct Answer: BEF 

From the Call Station ID Type drop-down list, choose IP Address, System MAC Address, or AP MAC Address to specify
whether the IP address, system MAC address, or AP MAC address of the originator will be sent to the RADIUS server in
the Access-Request message. 

Reference:
http://www.cisco.com/c/en/us/td/docs/wireless/controller/7-0/configuration/guide/c70/c70sol.html#wp1389032 (Step 3) 
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