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QUESTION 1

What is the purpose of the Log Analysis tab on the Client Troubleshooting page in Cisco WCS? 

A. After you click start, the tab shows debug information for the client that is trying to re- associate. 

B. The tab searches the logs for similar problems of other clients and generates a report. 

C. The tab generates a report from historical logs for the client that is having problems. 

D. The tab shows logs from the past hour for the client that is having problems. 

Correct Answer: A 

To view log messages logged against the client, click the Log Analysis tab. To begin capturing log messages about the
client from the controller, click Start. To stop log message capture, click Stop. To clear all log messages, click Clear. 

Log messages are captured for ten minutes and then stopped automatically. A user must click Start to continue. To
select log messages to display, click one of the links under Select Log Messages (the number between parentheses
indicates 

the number of messages). The messages appear in the box. The message includes the following information: 

A status message 

The controller time 

A severity level of info or error (errors are displayed in red) 

The controller to which the client is connected 

Reference: http://www.cisco.com/c/en/us/td/docs/wireless/wcs/6-0/configuration/guide/WCS60cg/6_0clientmgmt.html 

 

QUESTION 2

What are three primary components that describe TKIP? (Choose three.) 

A. broadcast key rotation 

B. dynamic WEP 

C. message integrity check 

D. per-packet key hashing 

E. symmetric key cipher 

F. WPA2 enterprise mode 

Correct Answer: ACD 

TKIP uses the same underlying mechanism as WEP, and consequently is vulnerable to a number of similar attacks. The
message integrity check, per-packet key hashing, broadcast key rotation, and a sequence counter discourage many
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attacks. The key mixing function also eliminates the WEP key recovery attacks. 

Reference: http://en.wikipedia.org/wiki/Temporal_Key_Integrity_Protocol 

 

QUESTION 3

What two AP configurations will show RF prediction on maps in WCS? (Choose two.) 

A. Lightweight APs with internal antennas 

B. Lightweight APs with external Cisco antennas 

C. Lightweight APs with external 3rd Party antennas 

D. Autonomous APs with internal antennas 

E. Autonomous APs with external Cisco antennas 

F. Autonomous APs with external 3rd Party antennas 

Correct Answer: AB 

 

QUESTION 4

What WCS report displays hardware type, software distribution, and CDP information? 

A. Device > AP Profile Status 

B. Device > AP Summary 

C. Network Summary > Executive Summary 

D. Device > Inventory 

E. Network Summary > 802.11n Summary 

Correct Answer: D 

 

QUESTION 5

The administrator has noticed that the configuration on a controller is different than in Cisco WCS. How can the
administrator fix this issue? 

A. The configuration can be copied from the controller to the Cisco WCS or from the WCS to the controller. 

B. The configuration can be copied only from the Cisco WCS to the controller. 

C. The configuration can be copied only from the controller to the Cisco WCS. 

D. The controller must be removed from the Cisco WCS and then added again. 
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Correct Answer: A 

The Copy and Replace AP feature is useful if you need to remove an access point from the network and replace it with
a new access point. All of the access point information, such as AP mode, name, and map location needs to be copied
from the old access point to the new access point. 

Reference:
http://www.cisco.com/c/en/us/td/docs/wireless/wcs/7-0MR1/configuration/guide/WCS70MR1/ctrlcfg.html#wp1097509 
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