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QUESTION 1

Observe the exhibit carefully. You are asked to review the configuration of the clientless SSL VPN connection profile,
which was created by a junior administrator. Which authentication method is configured in the clientless profile? 

A. The Cisco ASA security appliance requires AAA authenticate to the external AAA server LOCAL if the remote user
does not have an identity certificate for authentication. 

B. The Cisco ASA security appliance requires a username and password if the remote user does not have an identity
certificate for authentication. 

C. The Cisco ASA security appliance accepts an identity certificate or a username and password for authentication of
remote users, but not both. 

D. The Cisco ASA security appliance requires both an identity certificate and username and password for authentication
of remote users. 

Correct Answer: D 

 

QUESTION 2

Recently, a branch office of your company has upgraded its network by changing the network topology of the branch,
and the site-to-site VPN tunnel that runs between the branch and the corporate office has been reconfigured to perform
Reverse Route Injection to accommodate the recent change. You are performing OSPF between the corporate Cisco
ASA security appliance and routers on the internal network. Assume that the VPN configuration is correct, which step
will be taken on the corporate Cisco ASA security appliance to make sure that these new routes are visible to internal
routers running OSPF? 

A. Reverse Route Injection uses RIP, so you must add a RIP process and redistribute the learned RIP routes into
OSPF. 

B. Reverse Route Injection requires that you configure a new OSPF process that will add these routes to the Cisco ASA
security appliance routing table. 

C. Reverse Route Injection uses static routes, so you must configure OSPF to redistribute the static routes. 

D. Reverse Route Injection uses EIGRP, so you must add an EIGRP process and redistribute the learned EIGRP routes
into OSPF. 

E. Reverse route injection requires that you add a static route for each branch-office network to the Cisco ASA security
appliance routing table. 
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Correct Answer: C 

 

QUESTION 3

For configuring VLAN trunking on a security appliance interface, which three actions are mandatory? (Choose three.) 

A. associating a logical interface with a physical interface 

B. specifying a VLAN ID for asubinterface 

C. specifying a name for asubinterface 

D. specifying the maximum transmission unit for asubinterface 

Correct Answer: ABC 

 

QUESTION 4

Which three commands can display the contents of flash memory on the Cisco ASA adaptive security appliance?
(Choose three.) 

A. show disk0: 

B. dir 

C. show flash: 

D. show memory 

Correct Answer: ABC 

 

QUESTION 5

You work as a network administrator for your company. You are in charge of a Cisco ASA security appliance for remote
access IPsec VPNs, you are assisting a user who has a digital certificate configured for the Cisco VPN Client. How to
find the MD5 and SHA-1 thumb print of the certificate on the basis of the following exhibit? 
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A. Choose the certificate and then click the Certificate drop-down menu. 

B. Choose the certificate and then click the Verify button. 

C. Choose the certificate and then click Options > Properties. 

D. Choose the certificate and then click the View button. 

Correct Answer: D 
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