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QUESTION 1

Which options can a clientless SSL VPN user access from a web browser without port forwarding, smart tunnels, or
browser plug-ins?

A. web-enabled applications

B. Microsoft Outlook Web Access

C. files on the network, via FTP or the CIFS protocol
D. internal websites

Correct Answer: ABCD

QUESTION 2

Which three of these choices are potential groups of users for clientless SSL VPNs? (Choose three.)

A. Partners who access specific internal applications from desktops and laptops that are not managed by IT
B. Administrators who need to manage servers and networking equipment

C. Temporary or remote employees who only rarely need access to a few applications

D. Employees who need access to a wide range of corporate applications

E. Customers who use a customer service kiosk placed in a retail store

F. Remote employees who need daily access to the internal corporate network

Correct Answer: ACE

QUESTION 3

Alex is tasked with installing a digital certificate for a Cisco VPN Client on a laptop for a user. What is the reason that the
certificate is in an "invalid:not active" state?
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A. The certificate passphrase must be sent to the CA for validation.

B. The time on the CA server and the time on the laptop are out of sync.

C. The certificate number of "0" indicates that the certificate has expired.

D. The user has not clicked the Verify button within the Cisco VPN Client.

E. The user has not attempted a VPN connection to the Cisco ASA security appliance.

Correct Answer: B

QUESTION 4

Which two options are correct about the threat detection feature of the Cisco ASA adaptive security appliance? (Choose
two.)

A. The security appliance scanning threat detection feature is based on traffic signatures.

B. The threat detection feature can help you determine the level of severity for packets that are detected and dropped
by the security appliance inspection engines.

C. Because of their impact on performance, both basic threat detection and scanning threat detection are disabled by
default.

D. Scanning threat detection detects network sweeps and scans and optionally takes appropriate preventative action.
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Correct Answer: BD

QUESTION 5

As the administrator of a Cisco ASA security appliance, you have been tasked to configure SSL VPNs to require digital
certificates.

Which four configuration options are available on the Cisco ASA security appliance for digital certificate management for
SSL VPNs ? (Choose four.)

A. The Cisco ASA security appliance can be configured to have a local CA that is subordinate to an external CA.

B. The subordinate local CA on the Cisco ASA security appliance can issue certificates to users who require a certificate
for their SSL VPN connections.

C. The Cisco ASA security appliance can generate a self-signed certificate to be used as its identity certificate for SSL
VPN connections.

D. The Cisco ASA security appliance can be configured to retrieve its identity certificate from an external CA.
E. The Cisco ASA security appliance can be configured as a standalone local CA.

F. The local CA on the Cisco ASA security appliance can issue certificates to users who require certificates for SSL
VPN connections.

G. An external CA must be used for SSL VPN users who require certificates for their SSL VPN connections.
H. The Cisco ASA security appliance must be configured to retrieve its identity certificate from an external CA.

Correct Answer. CDEF
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