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QUESTION 1

You work as a network administrator for your company. Study the exhibit carefully. ASDM is short for Adaptive Security
Device Manager. You are responsible for multiple remote Cisco ASA security appliances administered through Cisco
ASDM. Recently, you have been tasked to configure one of these Cisco ASA security appliances for SSL VPNs and are
requiring a client certificate, as shown. How will this configuration affect your next ASDM connection to this Cisco ASA
security appliance?
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A. You would be asked to present an identity certificate. If you did not have one, the Cisco ASA security appliance
would prompt you for authentication credentials, consisting of a username and password.

B. Your connection would be handled the way it is always handled by this Cisco ASA security appliance.

C. You would be required to have an identity certificate that the Cisco ASA security appliance can use for
authentication.

D. You would be required to download the identity certificate of the remote Cisco ASA security appliance.

Correct Answer: C

QUESTION 2

Observe the following items carefully, which two types of digital certificate enroliment processes are available for the
Cisco ASA security appliance? (Choose two.)

A.HTTP
B. manual
C.FTP

D. SCEP
E. LDAP

F. TFTP
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Correct Answer: BD

QUESTION 3

The following exhibit shows a Cisco ASA security appliance configured to participate in a VPN cluster. According to the
exhibit, to which value will you set the priority to increase the chances of this Cisco ASA security appliance becoming
the cluster master?

Configuration > Remote Access VPN > Load Balancing
[V Participate in Load Balancing Cluster

YPN Cluster Configuration

All servers in the cluster must get an identical cluster configuration,
Cluster IP address:  [192.168.1.254 uoPport:  [a023 19

[v Enable IPsec encryption o
IPsec shared secret: ]rtﬂ"n M@ﬂrtnrtwtt

¥PN Server Configuration
Public interface: qu.i;slda Qhﬂy: I
Private interface; |inside NAT assigned IP address: |
As a VPN cluster master, this send a fully qualified domain name (FQDN) using reverse DNS
lookup of a cluster device, 5 outside IP address, when redirecting VPN client connections to
that cluster device.,

I Send FQDN to chient instead of an IP address when redirecting

Note

A. 10
B. 100
C.0
D.1

Correct Answer: A

QUESTION 4
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Modular Policy Framework provides a consistent and flexible way to configure security appliance features in a manner
similar to Cisco 10S software QoS CLI. Your company asked you to examine the current Cisco Modular Policy
Framework configurations on the LA-ASA Cisco Adaptive Security Appliance (ASA) by use of the Cisco Adaptive
Security Device Manager (ASDM).

Which two impacts are of the policy map named PARTNERNET-POLICY on FTP traffic entering the partnernet
interface?
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A. Prevents all users except "root" from accessing the path /root.
B. Logs all attempts to download files from the FTP server on the inside interface.
C. Blocks the FTP request commands DELE, MKD, PUT, RMD, RNFR, and RNTO.

D. Resets connections that send embedded commands.
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Correct Answer: CD

QUESTION 5

Charles is a network administrator for his company. He has configured Cisco ASA security appliance for SSL VPNs.
What will happen when the remote user has successfully authenticated according to the following exhibit?
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A. The Cisco ASA security appliance will open the clientless SSL VPN portal if no Cisco AnyConnect VPN Client is
installed on the remote system.

B. The Cisco ASA security appliance will push the Cisco AnyConnect VPN Client down to the remote system, install the
client, and ask the user to authenticate again.

C. The Cisco ASA security appliance will wait indefinitely for the user to select clientless SSL VPN portal or an SSL VPN
client to use for the SSL VPN connection.

D. The Cisco ASA security appliance will push the Cisco AnyConnect VPN Client down to the remote system, install the
client, and use it to complete the SSL VPN connection.

Correct Answer: D
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