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QUESTION 1

Which two are advantages of virtual device contexts? (Choose two.)
A. Device consolidation

B. Centralization of hardware resources

C. Hardware and software fault isolation

D. Protection of network traffic based on MACsec

E. Layer 2 encryption

Correct Answer: AC

QUESTION 2

Which statement best describes Cisco ISE?

A. Cisco ISE consolidates user AAA, Security Group Access features, and ScanSafe functionality into one product.
B. Cisco ISE consolidates user authentication with NAC components into one solution.

C. Cisco ISE provides AAA features, guest provisioning, and device profiling features in the base feature set; link
encryption policies, host posture, and security group access require the advanced feature set.

D. Cisco ISE combines the capabilities of Cisco Secure ACS and Cisco Virtual Security Gateway into one product.

Correct Answer: B

QUESTION 3

Which statement about Cisco Prime is true?

A. It provides simple and efficient management across architectures, networks, and services.
B. It provides simple and efficient management of security services.

C. It provides management services for all TrustSec products.

D. Itis an expert-level monitoring and troubleshooting tool based on Cisco SIO.

Correct Answer: A
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QUESTION 4

Which two security features are part of the Cisco Catalyst Integrated Security Toolkit, which is available on almost all
Cisco Catalyst switches? (Choose two.)

A. IP source guard

B. Static ARP inspection
C. MACsec

D. DNS snooping

E. SGACL

F. Port security

Correct Answer: AF

QUESTION 5
Which statement about 802.1X is true?
A. MAB allows clients that do not support 802.1X to be authenticated based on their MAC address.

B. MDA does not allow multiple clients to be independently authenticated at the same switch port if they are in different
domains, or VLANSs.

C. EAP-TLS requires a client certificate.
D. PEAP-MSCHAPV2 requires a client certificate.

Correct Answer: A
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