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QUESTION 1

Which Cisco ASA platform should be selected if the requirements are to support 35,000 connections per second,
600,000 maximum connections, and traffic shaping? 

A. 5540 

B. 5550 

C. 5580-20 

D. 5580-40 

Correct Answer: B 

http://www.cisco.com/en/US/prod/collateral/vpndevc/ps6032/ps6094/ps6120/product_data_sheet
0900aecd802930c5.pdf 

 

QUESTION 2

On which type of encrypted traffic can a Cisco ASA appliance running software version 8.4.1 perform application
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inspection and control? 

A. IPsec 

B. SSL 

C. IPsec or SSL 

D. Cisco Unified Communications 

E. Secure FTP 

Correct Answer: D 

http://www.cisco.com/en/US/solutions/collateral/ns340/ns394/ns165/ns391/guide__c07- 494658.html 

 

QUESTION 3

Which two options show the required Cisco ASA command(s) to allow this scenario? (Choose two.) 

An inside client on the 10.0.0.0/8 network connects to an outside server on the 172.16.0.0/16 network using TCP and
the server port of 2001. The inside client negotiates a client port in the range between UDP ports 5000 to 5500. The
outside server then can start sending UDP data to the inside client on the negotiated port within the specified UDP port
range. 

A. access-list INSIDE line 1 permit tcp 10.0.0.0 255.0.0.0 172.16.0.0 255.255.0.0 eq 2001 access-group INSIDE in
interface inside 

B. access-list INSIDE line 1 permit tcp 10.0.0.0 255.0.0.0 172.16.0.0 255.255.0.0 eq 2001 access-list INSIDE line 2
permit udp 10.0.0.0 255.0.0.0 172.16.0.0 255.255.0.0 eq established access-group INSIDE in interface inside 

C. access-list OUTSIDE line 1 permit tcp 172.16.0.0 255.255.0.0 eq 2001 10.0.0.0 255.0.0.0 access-list OUTSIDE line 2
permit udp 172.16.0.0 255.255.0.0 10.0.0.0 255.0.0.0 eq 5000-5500 access-group OUTSIDE in interface outside 

D. access-list OUTSIDE line 1 permit tcp 172.16.0.0 255.255.0.0 eq 2001 10.0.0.0 255.0.0.0 access-list OUTSIDE line 2
permit udp 172.16.0.0 255.255.0.0 10.0.0.0 255.0.0.0 eq established access-group OUTSIDE in interface outside 

E. established tcp 2001 permit udp 5000-5500 

F. established tcp 2001 permit from udp 5000-5500 

G. established tcp 2001 permit to udp 5000-5500 

Correct Answer: AG 

http://www.cisco.com/en/US/docs/security/asa/asa72/command/reference/ef_72.html#wp176466 Established
command--This command allows return connections from a lower security host to a higher security host if there is
already an established connection from the higher level host to the lower level host. 

For same security interfaces, you can configure established commands for both directions. 

 

QUESTION 4
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A Cisco ASA is operating in transparent firewall mode, but the MAC address table of the Cisco ASA is always empty,
which causes connectivity issues. 

What should you verify to troubleshoot this issue? 

A. if ARP inspection has been disabled 

B. if MAC learning has been disabled 

C. if NAT has been disabled 

D. if ARP traffic is explicitly allowed using EtherType ACL 

E. if BPDU traffic is explicitly allowed using EtherType ACL 

Correct Answer: B 

http://www.cisco.com/en/US/docs/security/asa/asa82/configuration/guide/fwmode.html#wp1224 

 

QUESTION 5

Refer to the exhibit. 

What can be determined about the connection status? 

A. The output is showing normal activity to the inside 10.1.1.50 web server. 
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B. Many HTTP connections to the 10.1.1.50 web server have successfully completed the three- way TCP handshake. 

C. Many embryonic connections are made from random sources to the 10.1.1.50 web server. 

D. The 10.1.1.50 host is triggering SYN flood attacks against random hosts on the outside. 

E. The 10.1.1.50 web server is terminating all the incoming HTTP connections. 

Correct Answer: C 
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