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QUESTION 1

On Cisco ASA Software Version 8.4.1 and later, when you configure the Cisco ASA appliance in transparent firewall
mode, which configuration is mandatory?

A. NAT

B. static routes

C. ARP inspections

D. EtherType access-list

E. bridge group(s)

F. dynamic MAC address learning

Correct Answer: E
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Command History

Release | Modification

7000 Far routed mode, this commard was changed from a global configuration command t2
an interface canfiguration mods command.

a.4m Fartransparent mode, bridge groups were introdiced. You now setthe IP address for
the BY], and not globally.

Usage Guidelines
In single context routed firewall mode, each interface address musthe on a uniq@wet. In multiple context mode ifthis
interface is on a sharedinterface, then each IP address mus: be unique bu a e subnet. Fthe interface is unique,
this IP address can be used by other contexts if desired.

Atransparent firewall does not participate in [P routing. The only IF guﬂnr required for the ASA 1S to set the BYI
address. This address is required because the ASA uses this ad source address fortraffic ariginating on the
ASA, such as system messages or commuJnications with AA% rs” can also use this address for remote
rmanagement access. This address must 2e on the same s the upstream and downstream routers. For multiple
conted mode, setthe management IP address within eac ar models that include a Management interface, you can
also set an IF address far this interface formanage

The standby IP address must be on the same sub as the main IP address.

Exampes
The following example zets the IP addresses dby addresses of two intzrfaces:
hostname {config) # interface gig ernetl/2

hoatname (config-if)# nameif

hoastname (config-if)# i 1 100
hostname {config-if)# 52 10,1.1.1 255.255.255.0 standby 10.1.1.2
hostname {config-if)§ n utdown

hostname (config-if)# interface gigabitethernet0/s3
hostname {config-if)# nameifl outside
hostname {(config-ifi# security-lewel 0

hoatname (config-if)# ip address 10.1.2.1 255.255.255.0 standby 10.1.2.2

hostname (config-if)# no shutdown

QUESTION 2

Refer to the exhibit.
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Match Conditions

_default_GoToMyPC-tunnel | 2ot Arg he i _dafa GoToMyPC-tunne
T-"M,F'l b

_default_firethru-tunnel R _defal.ﬂ_frethu-tl.rnd_!
_default_firethru-tunnel_2

_default_gator ) Redd (user-agent) [R] _default_gator

_default_gru-hittp-tunnel ¥ i) _default_gru-http-tunnel _
Sl 5 _default_gru-hitp-tunnel_y
_defaul_http-tunnel Ej |E| _default_http-tunnel
_default_httport-tunnel Header Field (host) _default_httpart-tunnel
_defaul_kazaa @ p0re Header Field Count (_defauk_. > 0
_default_men-messenger Response Header Field {content-type)  [R] _default_men-messenger
_default_shoutcast-tunneing-pr... Request Header Fiedd {_defauk_icy-meta..[B] _dsfaul_shoutcast-tunneh
_defaukt_windows-media-plaver-... OB Request Header Field (user-agent) [R] _defaul widows-meda-ol

_default_yaboo-messsnger 5] Request Body [R] _default_yahoo-mess ,f'

Which two statements about the class maps are true? (Choose two.)

A. These class maps are referenced within the global policy by default for HTTP inspection.

B. These class maps are all type inspect http class maps.

C. These class maps classify traffic using regular expressions.

D. These class maps are Layer 3/4 class maps.

E. These class maps are used within the inspection_default class map for matching the default inspection traffic.

Correct Answer: BC

QUESTION 3

Which statement about SNMP support on the Cisco ASA appliance is true?
A. The Cisco ASA appliance supports only SNMPv1 or SNMPv2c.

B. The Cisco ASA appliance supports read-only and read-write access.

C. The Cisco ASA appliance supports three built-in SNMPv3 groups in Cisco ASDM: Authentication and Encryption,
Authentication Only, and No Authentication, No Encryption.

D. The Cisco ASA appliance can send SNMP traps to the network management station only using SNMPv2.
Correct Answer: C
http://www.cisco.com/en/US/docs/security/asa/asa82/configuration/guide/monitor_snmp.html#w p1042029
SNMP Version 3 Overview

SNMP Version 3 provides security enhancements that are not available in SNMP Version 1 or SNMP Version 2c. SNMP
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Versions 1 and 2c transmit data between the SNMP server and SNMP agent in clear text. SNMP Version 3 adds
authentication and privacy options to secure protocol operations. In addition, this version controls access to the SNMP
agent and MIB objects through the User-based Security Model (USM) and Viewbased Access Control Model (VACM).
The

ASA 5500 series ASAs also support the creation of SNMP groups and users, as well as hosts, which is required to
enable transport authentication and encryption for secure SNMP communications.

Security Models

For configuration purposes, the authentication and privacy options are grouped together into security models.
Security models apply to users and groups, and are divided into the following three types:

-NoAuthPriv--No Authentication and No Privacy, which means that no security is applied to messages.
-AuthNoPriv--Authentication but No Privacy, which means that messages are authenticated.

-AuthPriv--Authentication and Privacy, which means that messages are authenticated and encrypted.

QUESTION 4

Which three actions can be applied to a traffic class within a type inspect policy map? (Choose three.)
A. drop

B. priority

C. log

D. pass

E. inspect

F. reset

Correct Answer: ACF

http://www.cisco.com/en/US/docs/security/asa/asa80/configuration/guide/mpc.html hostname(config-pmap-c)# {[drop
[send-protocol-error] | drop-connection [send-protocol-error]| mask | reset] [log] | rate-limit message_rate}

The drop keyword drops all packets that match.

The send-protocol-error keyword sends a protocol error message. The drop-connection keyword drops the packet and
closes the connection. The mask keyword masks out the matching portion of the packet. The reset keyword drops the

packet, closes the connection, and sends a TCP reset to the server and/or client.
The log keyword, which you can use alone or with one of the other keywords, sends a system log message.

The rate-limit message_rate argument limits the rate of messages.
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QUESTION 5

What mechanism is used on the Cisco ASA to map IP addresses to domain names that are contained in the botnet
traffic filter dynamic database or local blacklist?

A. HTTP inspection

B. DNS inspection and snooping

C. WebACL

D. dynamic botnet database fetches (updates)
E. static blacklist

F. static whitelist

Correct Answer: B

http://lwww.cisco.com/en/US/docs/security/asa/asa82/configuration/guide/conns_botnet.html
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