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QUESTION 1

On Cisco ASA Software Version 8.4.1 and later, when you configure the Cisco ASA appliance in transparent firewall
mode, which configuration is mandatory? 

A. NAT 

B. static routes 

C. ARP inspections 

D. EtherType access-list 

E. bridge group(s) 

F. dynamic MAC address learning 

Correct Answer: E 
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QUESTION 2

Refer to the exhibit. 
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Which two statements about the class maps are true? (Choose two.) 

A. These class maps are referenced within the global policy by default for HTTP inspection. 

B. These class maps are all type inspect http class maps. 

C. These class maps classify traffic using regular expressions. 

D. These class maps are Layer 3/4 class maps. 

E. These class maps are used within the inspection_default class map for matching the default inspection traffic. 

Correct Answer: BC 

 

QUESTION 3

Which statement about SNMP support on the Cisco ASA appliance is true? 

A. The Cisco ASA appliance supports only SNMPv1 or SNMPv2c. 

B. The Cisco ASA appliance supports read-only and read-write access. 

C. The Cisco ASA appliance supports three built-in SNMPv3 groups in Cisco ASDM: Authentication and Encryption,
Authentication Only, and No Authentication, No Encryption. 

D. The Cisco ASA appliance can send SNMP traps to the network management station only using SNMPv2. 

Correct Answer: C 

http://www.cisco.com/en/US/docs/security/asa/asa82/configuration/guide/monitor_snmp.html#w p1042029 

SNMP Version 3 Overview 

SNMP Version 3 provides security enhancements that are not available in SNMP Version 1 or SNMP Version 2c. SNMP
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Versions 1 and 2c transmit data between the SNMP server and SNMP agent in clear text. SNMP Version 3 adds 

authentication and privacy options to secure protocol operations. In addition, this version controls access to the SNMP
agent and MIB objects through the User-based Security Model (USM) and Viewbased Access Control Model (VACM).
The 

ASA 5500 series ASAs also support the creation of SNMP groups and users, as well as hosts, which is required to
enable transport authentication and encryption for secure SNMP communications. 

Security Models 

For configuration purposes, the authentication and privacy options are grouped together into security models. 

Security models apply to users and groups, and are divided into the following three types: 

-NoAuthPriv--No Authentication and No Privacy, which means that no security is applied to messages. 

-AuthNoPriv--Authentication but No Privacy, which means that messages are authenticated. 

-AuthPriv--Authentication and Privacy, which means that messages are authenticated and encrypted. 

 

QUESTION 4

Which three actions can be applied to a traffic class within a type inspect policy map? (Choose three.) 

A. drop 

B. priority 

C. log 

D. pass 

E. inspect 

F. reset 

Correct Answer: ACF 

http://www.cisco.com/en/US/docs/security/asa/asa80/configuration/guide/mpc.html hostname(config-pmap-c)# {[drop
[send-protocol-error] | drop-connection [send-protocol-error]| mask | reset] [log] | rate-limit message_rate} 

The drop keyword drops all packets that match. 

The send-protocol-error keyword sends a protocol error message. The drop-connection keyword drops the packet and
closes the connection. The mask keyword masks out the matching portion of the packet. The reset keyword drops the 

packet, closes the connection, and sends a TCP reset to the server and/or client. 

The log keyword, which you can use alone or with one of the other keywords, sends a system log message. 

The rate-limit message_rate argument limits the rate of messages. 
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QUESTION 5

What mechanism is used on the Cisco ASA to map IP addresses to domain names that are contained in the botnet
traffic filter dynamic database or local blacklist? 

A. HTTP inspection 

B. DNS inspection and snooping 

C. WebACL 

D. dynamic botnet database fetches (updates) 

E. static blacklist 

F. static whitelist 

Correct Answer: B 

http://www.cisco.com/en/US/docs/security/asa/asa82/configuration/guide/conns_botnet.html 
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