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QUESTION 1

Which two are the functions of the learning feature of anomaly detection within a Cisco IPS appliance? (Choose two.) 

A. observes actual traffic patterns to the zones 

B. retrieves zero-day attack information from the Cisco SIO 

C. dynamically populates the host operating system database 

D. allows false-positive training by an IPS administrator 

E. builds the host reputation histogram 

F. learns which legitimate services have a scanning behavior 

Correct Answer: AF 

http://www.cisco.com/en/US/docs/security/ips/6.1/configuration/guide/cli/cli_anomaly_detection.ht ml#wp1046814 

 

QUESTION 2

Select and Place: 

Correct Answer: 
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QUESTION 3

Which two operations would put an inline Cisco IPS sensor in detection mode? (Choose two.) 

A. subtract all aggressive actions using event action filters 

B. decrease the event count using event action filters 

C. increase the maximum inter-event interval using event action overrides 

D. remove the default event action override, which drops traffic with a risk rating of 90 to 100 

E. enable anomaly detection in detection mode only 

Correct Answer: AD 

http://www.cisco.com/en/US/docs/security/ips/6.1/configuration/guide/cli/cli_anomaly_detection.ht ml#wp1041433 

Not sure of this answer yet - 9/25/12 - DD but seems to be another Cisco classif question, meaning that once a
signature is tuned it is ready for prime time i.e. detection mode After the signatures are tuned, remove the event action
filters that removed the aggressive actions, and remove the event action overrides that produced the verbose alerts. 

 

QUESTION 4
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What is the status of OS Identification? 

A. It is only enabled to identify Cisco IOS" OS using statically mapped OS fingerprinting 

B. OS mapping information will not be used for Risk Rating calculations. 

C. It is configured to enable OS mapping and ARR only for the 10.0.0.0/24 network. 

D. It is enabled for passive OS fingerprinting for all networks. 

Correct Answer: C 

http://www.cisco.com/en/US/docs/security/ips/6.1/configuration/guide/ime/ime_event_action_rules. 

html#wp2119120 

Understanding Passive OS Fingerprinting 

Passive OS fingerprinting lets the sensor determine the OS that hosts are running. The sensor analyzes network traffic
between hosts and stores the OS of these hosts with their IP addresses. The sensor inspects TCP SYN and SYNACK 

packets exchanged on the network to determine the OS type. 

The sensor then uses the OS of the target host OS to determine the relevance of the attack to the victim by computing
the attack relevance rating component of the risk rating. Based on the relevance of the attack, the sensor may alter the
risk 

rating of the alert for the attack and/or the sensor may filter the alert for the attack. 

You can then use the risk rating to reduce the number of false positive alerts (a benefit in IDS mode) or definitively drop
suspicious packets (a benefit in IPS mode). Passive OS fingerprinting also enhances the alert output by reporting the 

victim OS, the source of the OS identification, and the relevance to the victim OS in the alert. 

Passive OS fingerprinting consists of three components:

?assive OS learning 
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Passive OS learning occurs as the sensor observes traffic on the network. Based on the characteristics of TCP 

SYN and SYNACK packets, the sensor makes a determination of the OS running on the host of the source IP address.

?ser-configurable OS identification 

You can configure OS host mappings, which take precedence over learned OS mappings. ?omputation of attack
relevance rating and risk rating 

 

QUESTION 5

Select and Place: 
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Correct Answer: 
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