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QUESTION 1

Select and Place: 

Correct Answer: 
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QUESTION 2

Which protocol is used by Encapsulated Remote SPAN? 

A. ESP 

B. GRE 

C. TLS 

D. STP 

E. VTI 

F. 802.1Q 

Correct Answer: B 

http://www.cisco.com/en/US/docs/switches/lan/catalyst6500/ios/12.2SXF/native/configuration/guid
e/span.html#wp1059482 

ERSPAN Overview 

ERSPAN supports source ports, source VLANs, and destination ports on different switches, which provides remote
monitoring of multiple switches across your network (see Figure 52-3). ERSPAN consists of an ERSPAN source
session, 

routable ERSPAN GRE-encapsulated traffic, and an ERSPAN destination session. You separately configure ERSPAN
source sessions and destination sessions on different switches. 

To configure an ERSPAN source session on one switch, you associate a set of source ports or VLANs with a
destination IP address, ERSPAN ID number, and optionally with a VRF name. To configure an ERSPAN destination
session on 

another switch, you associate the destination ports with the source IP address, ERSPAN ID number, and optionally with
a VRF name. 

ERSPAN source sessions do not copy locally sourced RSPAN VLAN traffic from source trunk ports that carry RSPAN
VLANs. ERSPAN source sessions do not copy locally sourced ERSPAN GRE-encapsulated traffic from source ports. 

Each ERSPAN source session can have either ports or VLANs as sources, but not both. The ERSPAN source session
copies traffic from the source ports or source VLANs and forwards the traffic using routable GRE-encapsulated packets
to 

the ERSPAN destination session. The ERSPAN destination session switches the traffic to the destination ports. 

 

QUESTION 3

Numerous attacks using duplicate packets, changed packets, or out-of-order packets are able to successfully evade and
pass through the Cisco IPS appliance when it is operating in inline mode. What could be causing this problem? 

A. The IPS Application Inspection and Control is disabled. 

B. All the DoS signatures are disabled. 
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C. All the reconnaissance signatures are disabled. 

D. TCP state bypass is enabled. 

E. The normalizer is set to asymmetric mode. 

Correct Answer: E 

http://www.cisco.com/en/US/prod/collateral/vpndevc/ps5729/ps5713/ps4077/white_paper_c11- 459025.html 

 

QUESTION 4

Refer to the exhibit. Which statement is true? 

A. A summary alert is sent once during each interval for each unique Summary Key entry. 

B. An alert is generated each time the signature triggers. 

C. This signature does not fire until three events are seen during 60 seconds with the same attacker and victim IP
addresses and ports 

D. This signature is disabled by default. 

E. When this signature triggers, the Cisco IPS appliance sends an SNMP trap for this event. 

Correct Answer: C 

NB: even if the box is not checked it is still in use - it is the default action/configuration - ticking it is allowing edit of that
value 

 

QUESTION 5

Which three are global correlation network participation modes? (Choose three.) 

A. off 

B. partial participation 

C. reputation filtering 

D. detect 

E. full participation 

F. learning 

Correct Answer: ABE 

http://www.cisco.com/en/US/docs/security/ips/7.0/configuration/guide/idm/idm_collaboration.html 
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