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QUESTION 1

Refer to the exhibit.
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For the ABC Corporation, members of the NOC need the ability to select tunnel groups from a drop-down menu on the
Cisco WebVPN login page. As the Cisco ASA administrator, how would you accomplish this task?

A. Define a special identity certificate with multiple groups, which are defined in the certificate OU field, that will grant the
certificate holder access to the named groups on the login page.

B. Under Group Policies, define a default group that encompasses the required individual groups that will appear on the
login page.

C. Under Connection Profiles, define a NOC profile that encompasses the required individual profiles that will appear on
the login page.

D. Under Connection Profiles, enable "Allow user to select connection profile.”

Correct Answer: D

QUESTION 2

Refer to the exhibit.
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When you are testing SSL VPN in a non-production environment, certain variables in the Cisco ASDM session details
can be viewed or changed under Configuration > AnyConnect Connection Profiles. Which parameter can be viewed or
changed in the AnyConnect Connection Profiles?

A. Assigned IP address 10.0.1.50

B. Client TypE. SSL VPN Client

C. Authentication ModE. Certificate and User Password

D. Client Ver: Cisco AnyConnect VPN Agent for Windows

Correct Answer: C

QUESTION 3

In a remote-access VPN solution, on which device or devices can dead peer detection be configured?
A. remote device

B. headend device

C. both headend and remote devices
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D. Dead peer detection can be configured only on site-to-site VPN.

Correct Answer: C

QUESTION 4

Refer to the exhibit.

|%ASA-5-?13259: Group = contractor, Username = vpnuser, IP = 172716 1. 20, Session is being tarn down. Reason: Phase 2 h%%ﬁfgﬁ

While troubleshooting a remote-access application, a new NOC engineer received the logging message that is shown in
the exhibit. Which configuration is most likely to be mismatched?

A. IKE configuration

B. extended authentication configuration
C. IPsec configuration

D. digital certificate configuration

Correct Answer: C

QUESTION 5

A Unified Communications Certificate is used on the Cisco ASA appliance to support which option?
A. certificate + double AAA authentication

B. certificate + AAA authentication

C. certificate maps

D. Cisco ASA VPN clustering load balancing

Correct Answer: D
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