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QUESTION 1
Match the characteristic on the left with the correct IKE Mode on the right.

Select and Place:
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Match the characteristic on the left with the correct IKE Mode on the right.
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Correct Answer: Select and Place:

‘ Match the characteristic on the left with the correct IKE Mode on the right.

A% IKE Main Mode

Protects Peer Identity

| I -k

D-H Group 1-Default
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IKE Aggrzssive Mode

Supports dynamically addressed peers using PSK

D-H Group 2-Defauit

IKE Quick Maode

IPsec Session Keys

IPsec SA

QUESTION 2
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If CRL checking is enabled on the Cisco ASA, where can the Cisco ASA find the CRL?

A. The Cisco ASA polls the CA for an updated list at a predefined rate.

B. The CA sends a CRL to the Cisco ASA directly at least once a week.

C. The CRL distribution point is listed on the identity certificate.

D. The CRL is sent out-of-band to the administrator at a negotiated rate, typically biweekly.
E. The CRL distribution point can be configured in the Connection Profile or Group Policy.

Correct Answer: C

QUESTION 3

In clientless SSL VPN, administrators can control user access to the internal network or resources of a company. What
is this control based on?

A. interface ACLs

B. WebType ACLs

C. per-user or per-group ACLs

D. MPF-configured service policies

Correct Answer: B

QUESTION 4

An IT manager and a Security manager are discussing the deployment options for clientless SSL VPN. They are trying
to decide which groups are best suited for this new deployment option. Which two groups are the best candidates for
the clientless SSL VPN rollout? (Choose two.)

A. an IT administrator who needs to manage servers from a corporate laptop

B. employees who need occasional access to check their email accounts

C. a vendor who needs access to confidential corporate presentations via Secure FTP

D. customers who need interactive access to the corporate invoice server

Correct Answer: BC

QUESTION 5
Which option limits a clientless SSL VPN user to specific resources upon successful login?

A. modify the Cisco ASA Modular Policy Framework access control
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B. user-defined bookmarks
C. RADIUS authorization
D. disable portal features

Correct Answer: B
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