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QUESTION 1

Upon receiving a digital certificate, what are three steps that a Cisco ASA performs to authenticate the digital certificate?
(Choose three.)

A. The identity certificate validity period is verified against the system clock of the Cisco ASA.
B. The identity certificate thumbprint is validated using the private key of the stored CA.

C. The identity certificate signature is validated by using the stored root certificate.

D. The signature is validated by using the stored identity certificate.

E. If enabled, the Cisco ASA locates the CRL and validates the identity certificate.

Correct Answer: ACE

QUESTION 2

Cisco AnyConnect profiles can be used to set which three options? (Choose three.)
A. Define a list of VPN gateways that are presented to users upon login.

B. Define a quarantine VLAN for remote devices that fail a host scan.

C. Define a guest VLAN to all "noncompany" Cisco 10S WebVPN users.

D. Define a list of backup servers if primary gateways are unavailable.

E. Activate the SSL VPN tunnel as part of the Windows login sequence.

F. Configure the Cisco Secure Desktop vault.

Correct Answer: ADE

QUESTION 3

Which option limits a clientless SSL VPN user to specific resources upon successful login?
A. modify the Cisco ASA Modular Policy Framework access control

B. user-defined bookmarks

C. RADIUS authorization

D. disable portal features

Correct Answer: B
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QUESTION 4

On the right, a permanent (P) or temporary (T) license is added to a Cisco ASA 5520. The merged license result in new

capabilities for the Cisco ASA 5520. Drag the new resultant license on the left to the merging licenses on the right.

Select and Place:

Onthe right. & permanent (P) or temporary (T) license is added to a Cisco ASA 5520 The merged license results in new
capabiliies for tha Cisco ASA 5520. Drag the new resultant license on the left to the merging licenszs on the right.
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Correct Answer:

Onthe right. a permanent (P) or temporary (T) license is added fo a Cisco ASA 5520 The merged license results in new
capabiliies for tha Cisco ASA 5520. Drag the new resultant license on the left to the merging licensas on the right.
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QUESTION 5

Refer to the exhibit.

T
Configuration > Remote Access ¥PM = AAALocal Users = Local Users O

Create entries in the ASA local user database,

Command authorization must be enabled in arder for the user account privilegesﬁﬂfnrced. To enable command authorization, go to
Authorization.

Ann authentication console commands must be enabled in order For o

o
eﬁcess restrictions ko be enforced, To enable AAG authentication
command go to Authentication.

| Username Privilege Level {(Role) Access Res YPM Group Palicy YPM Group Lock

11 : == Inherit Group Palic, .

[managerl ps management -- Inherit Group Polic,. .
iu:u:untractu:ur 15 Full -- Inherit Group Palicy -- -- Inherit Group Palic, ..
!contractorl z Mo ASDM[CLT new_hire -- Inherit Group Polic.. .

The user "contractor" inherits which VPN group policy?

A. employee

B. management

C. Defaut WEBVPNGroup D. DfltGrpPolicy

E. new_hire

Correct Answer: D
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