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QUESTION 1

You have been using pre-shared keys for IKE authentication on your VPN. Your network has grown rapidly, and now
you need to create VPNs with numerous IPsec peers. How can you enable scaling to numerous IPsec peers?

A. Migrate to external CA-based digital certificate authentication.
B. Migrate to a load-balancing server.

C. Migrate to a shared license server.

D. Migrate from IPsec to SSL VPN client extended authentication.

Correct Answer: A

QUESTION 2
Match the protocol or port number on the left with the correct protocol or application on the right. (Not all items used.)

Select and Place:

IMatzh the protocol or port numoer on the left with the correct protocol or application on the night. (Mot all items uszad.)
= =
IP Protocol 50 | @g’“@ NAT-raversal |
IP Protacol 51 PR KE
- %}}Q
L/-”J'-"\’ EEP
UDP Pott 500 U
/_\@;V | IPsec over TGP |
UDP Part4500 PN
P
TCP Port 10000 R
L ;‘}
TCP Pait 443

Correct Answer:
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IMatzh the protocol or port numaer on the left with the correct protocol or application an the night. (Mot all items usad.)

UDF Port 500

UDP Port 4500
©

IP Protocal 51 _\f X

IP Protocal 50

TCP Part 10000

TCP Part 443

QUESTION 3

An XYZ Corporation systems engineer, while making a sales call on the ABC Corporation headquarters, tried to access
the XYZ sales demonstration folder to transfer a demonstration via FTP from an ABC conference room behind the
firewall. The engineer could not reach XYZ through the remote-access VPN tunnel. From home the previous day,
however, the engineer did connect to the XYZ sales demonstration folder and transferred the demonstration via IPsec
over DSL.

To get the connection to work and transfer the demonstration, what should the engineer do?

A. Change the MTU size on the IPsec client to account for the change from DSL to cable transmission.

B. Enable the local LAN access option on the IPsec client.

C. Enable the IPsec over TCP option on the IPsec client.

D. Enable the clientless SSL VPN option on the PC.

Correct Answer: C

QUESTION 4

Refer to the exhibit.
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L-Tunnel DTL.. LTS Thu Jun 23

Cate and user

L R NN RN TN IR T ]

When you are testing SSL VPN in a non-production environment, certain variables in the Cisco ASDM session details
can be viewed or changed under Configuration > AnyConnect Connection Profiles. Which parameter can be viewed or
changed in the AnyConnect Connection Profiles?

A. Assigned IP address 10.0.1.50

B. Client TypE. SSL VPN Client

C. Authentication ModE. Certificate and User Password

D. Client Ver: Cisco AnyConnect VPN Agent for Windows

Correct Answer: C

QUESTION 5

Refer to the exhibit.
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After a remote user established a Cisco AnyConnect session from a wireless card through the Cisco ASA appliance of a
partner to a remote server, the user opened the Cisco AnyConnect VPN Client Statistics Details screen.

What are the two sources of the IP addresses that are marked A and B? (Choose two.)
A. IP address that is assigned to the wireless Ethernet adapter of the remote user

B. IP address that is assigned to the remote user from the Cisco ASA address pool

C. IP address of the Cisco ASA physical interface of the partner

D. IP address of the Cisco ASA virtual HTTP server of the partner

E. IP address of the default gateway router of the remote user

F. IP address of the default gateway router of the partner

Correct Answer: BC
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