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QUESTION 1

Refer to the exhibit.

access-list outside_cryptomap_1 line 1 extended deny tcp any host 10.0.4.4 eq https EEaE
access-list outside_cryptomap_1 line 1 extended mit tcp any host 10.0.4.0 255.255.255.0 ' B
crypto map outside_map 1 match address outside_cryptomap_1 i

In the CLI snippet that is shown, what is the function of the deny option in the access list?

A. When set in conjunction with outbound connection-type bidirectional, its function is to prevent the specified traffic
from being protected by the crypto map entry.

B. When set in conjunction with connection-type originate-only, its function is to instruct the Cisco ASA to deny specific
inbound traffic if it is not encrypted.

C. When set in conjunction with outbound connection-type answer-only, its function is to instruct the Cisco ASA to deny
specific outbound traffic if it is not encrypted.

D. When set in conjunction with connection-type originate-only, its function is to cause all IP traffic that matches the
specified conditions to be protected by the crypto map.

Correct Answer: A

QUESTION 2

For clientless SSL VPN users, bookmarks can be assigned to their portal. What are three methods for assigning
bookmarks? (Choose three.)

A. connection profiles

B. group policies

C. XML profiles

D. LDAP or RADIUS attributes
E. the portal customization tool
F. user policies

Correct Answer: BDF

QUESTION 3

Refer to the exhibit.
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access-listtemp_ad webtype permit url http://10.0.4 10
webvpn

enakle outside

svcC enable

tunnzl-group-list enable

group-policy temp_worker internal

group-policy temp_worker aftributes

banrer value Welcome Temp Workers!
vpn-unnel-protocol webvpn

vlan 100

urllist value Corporate_Server *
url-entry disable 0
group-policy Default attributes Q
vpn-unnel-protocol IPSec svecwebvp
webvpn
url-listvalue Corparate_Server
filter value temp_acl
usemame temp1 password cisco

username temp1 attributes
vpn-group-policy temp_worker
vpn-tunnel-protocol webvpn
group-lock value temp_worker

service remote-access
we
fi wsing disable

“entry enable

url-list value Corporate_Server

customization value temp_worker
tunnel-group temp_worker type remote-access
tunnel-group temp_worker general-attributes
default-group-policy temp_worker
tunnel-group temp_worker webvpn-atiributes
customization lemp_worker
group-alias temp_worker enatle 2
group-url hitps:/192.168 .4 2ftemp_worker fgF)

rl-entry disable
hidden-shares none
webvpn C'

A junior network engineer configured the corporate Cisco ASA appliance to accommodate a new temporary worker. For
security reasons, the IT department wants to restrict the internal network access of the new temporary worker to the
corporate server, with an IP address of 10.0.4.10. After the junior network engineer finished the configuration, an IT
security specialist tested the account of the temporary worker. The tester was able to access the URLs of additional
secure servers from the WebVPN user account of the temporary worker.

What did the junior network engineer configure incorrectly?
A. The ACL was configured incorrectly.

B. The ACL was applied incorrectly or was not applied.

C. Network browsing was not restricted on the temporary worker group policy.

D. Network browsing was not restricted on the temporary worker user policy.

Correct Answer: B

QUESTION 4

A remote user who establishes a clientless SSL VPN session is presented with a web page. The administrator has the
option to customize the "look and feel" of the page. What are three components of the VPN Customization Editor?

(Choose three.)

A. Application page
B. Logon page

C. Networking page
D. Logout page

E. Home page
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F. Portal page

Correct Answer: BDF

QUESTION 5

Your corporate finance department purchased a new non-web-based TCP application tool to run on one of its servers.
Certain finance employees need remote access to the software during nonbusiness hours. These employees do not
have "admin" privileges to their PCs.

What is the correct way to configure the SSL VPN tunnel to allow this application to run?

A. Configure a smart tunnel for the application.

B. Configure a "finance tool" VNC bookmark on the employee clientless SSL VPN portal.

C. Configure the plug-in that best fits the application.

D. Configure the Cisco ASA appliance to download the Cisco AnyConnect SSL VPN Client to the finance employee
each time an SSL VPN tunnel is established.

Correct Answer: A
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