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QUESTION 1

Which three statements concerning keystroke logger detection are correct? (Choose three.)
A. It requires administrative privileges in order to run.

B. It runs on Windows and MAC OS X systems.

C. It detects loggers that run as a process or kernel module.

D. It detects both hardware- and software-based keystroke loggers.

E. It allows the administrator to define "safe" keystroke logger applications.

Correct Answer: ACE

http:/iwww.cisco.com/en/US/docs/security/csd/csd321/configuration/guide/CSDJfag.html and
http://www.cisco.com/en/US/docs/security/csd/csd_32/configuration/guide/CSDJtuto.html

QUESTION 2

Refer to the exhibit.

tunnel -group BASIC-ANYCONNECT-PROFILE general-attributes
authentication-server-group MY-RADIUS-
secondary-authentication-server- group‘ﬁf LDAP-SVRS

1

tunnel -group BASIC-ANYCONNECT- PROFEE webvpn-attributes
authentication aaa

Given the example that is shown, what can you determine?

A. Users are required to perform RADIUS or LDAP authentication when connecting with the Cisco AnyConnect client.
B. Users are required to perform AAA authentication when connecting via WebVPN.

C. Users are required to perform double AAA authentication.

D. The user access identity is prefilled at login, requiring users to enter only their password.

Correct Answer: C

QUESTION 3
ABC Corporation has hired a temporary worker to help out with a new project. The network administrator gives you the

task of restricting the internal clientless SSL VPN network access of the temporary worker to one server with the IP
address of 172.26.26.50 via HTTP.
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Which two actions should you take to complete the assignment? (Choose two.)

A. Configure access-list temp_acl webtype permit url http://172.26.26.50.

B. Configure access-list temp_acl_stand_ACL standard permit host 172.26.26.50.

C. Configure access-list temp_acl_extended extended permit http any host 172.26.26.50.

D. Apply the access list to the temporary worker Group Policy.

E. Apply the access list to the temporary worker Connection Profile.

F. Apply the access list to the outside interface in the inbound direction.

Correct Answer: AD

Web ACLs The Web ACLs table displays the filters configured on the security appliance applicable to Clientless SSL
VPN traffic. The table shows the name of each access control list (ACL), and below and indented to the right of the ACL
name, the access control entries (ACESs) assigned to the ACL. Each ACL permits or denies access permits or denies
access to specific networks, subnets, hosts, and web servers. Each ACE specifies one rule that serves the function of
the ACL. You can configure ACLs to apply to Clientless SSL VPN traffic. The following rules apply: ?If you do not
configure any filters, all connections are permitted. ?The security appliance supports only an inbound ACL on an
interface. ?At the end of each ACL, an implicit, unwritten rule denies all traffic that is not explicitly permitted. You can
use the following wildcard characters to define more than one wildcard in the Webtype access list entry: ?Enter an
asterisk";"; to match no characters or any number of characters. ?Enter a question mark";"; to match any one character
exactly. ?Enter square bracket"t;"t; to create a range operator that matches any one character in a range. The following

examples show how to use wildcards in Webtype access lists. ?The following example matches URLSs such as http://
www.cisco.com/ and http://wwz.caco.com/: access-list test webtype permit url http://ww?.c*co*/

QUESTION 4

After adding a remote-access IPsec tunnel via the VPN wizard, an administrator needs to tune the IKE policy
parameters. Where is the correct place to tune IKE policy parameters?

A. Cisco IPsec VPN SW Client > Client Profile
B. IPsec User Profile

C. Group Policy

D. IKE Policy

E. Crypto Map

Correct Answer: D

QUESTION 5
Which three statements about clientless SSL VPN are true? (Choose three.)
A. Users are not tied to a particular PC or workstation.

B. Users have full application access to internal corporate resources.
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C. Minimal IT support is required.

D. Cisco AnyConnect SSL VPN software is automatically downloaded to the remote user at the start of the clientless
session.

E. For security reasons, browser cookies are disabled for clientless SSL VPN sessions.
F. Clientless SSL VPN requires an SSL-enabled web browser.

Correct Answer: ACF
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