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QUESTION 1

Refer to the exhibit.

access-listtemp aclwebtype permittcp host10.0.4.4 eq 3389 log default
webwvpn

memcry-size percent 23

enable outside

svcenable

tunnel-group-list enable

rewritz order 10 disable resource-mask *://cisco.com/* name cisco- -bypass

smart-tunnellist Smart_tunnel_applications Microsoft-RDP-Clie EXE platform
windows

group-policy temp_workerinternal

group-policy temp_worker attributes

bannervalue Welcome Temp Workers! O
X

vpn-tunnel-protocol swcwebvpn

webvon
url-list value temp_waorker (
filtervalue temp_acl
customization value temp_ worker,
smart-tunnelauto-start Smart_tdine! ications

file-entry disable
file-browsing disable

url-entry disable

group-policy DfitGrpPolicy es
vpn-tunnel-protocol ebvpn
webvpn
url-list value Eor e _Server
tunnel-group te rkertype remote-access

tunnel-group temp_workzsr general-attributzes
default-group-policy temp_worker

tunnel-group temp_workzr webvpn-attributes
customizationtemp_worker
group-alias temp_workerenable
group-url https://192.168.4.2/temp_worker enahle

The ABC Corporation has a Cisco ASA in its test bed. A new network administrator is instructed to add a smart tunnel
application to the existing configuration. The configuration will enable a "temp_worker" who is using Microsoft native
RDP to have RDP access to server 10.0.4.4 only.

Which statement is correct concerning the smart-tunnel configuration?

A. The WebType access list is misconfigured.

B. The smart tunnel list parameter is misconfigured.

C. The smart tunnel group policy parameters are misconfigured.
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D. The smart tunnel configuration is configured correctly.

Correct Answer: D

QUESTION 2

What is the selection hierarchy to which attributes are applied to a clientless SSL VPN use? Drag an attribute policy on
the to the correct priority level within the attribute hierarchy on the right.

Select and Place:

What is tha selection hierarchy to which attributes are applied to a clientiess SSL VPN user? Drag an attribute palicy on the left to

the correct priority level within the attribute hierarchy on the right
&

&/
Group Policy attributes aftached to the user profile oo @ highest priority
\
= O
Pl L 4
User Policy attributas l (\JD“-)
/\\]/i-ﬂ._\_h‘“—.
@°
DAP atir butes ((%)\G}f
,
. “ &
Default Group Paolicy attrit:rﬁ&a@BU e
lowest priarity
&l
QAR
B
Group Policy aftributes attachzd to the connection profile

Correct Answer:
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What is tha selection hierarchy to which attributes are applied to a clienfless SSL VPN user? Drag an attribute policy on the left to
the correct priority level within the attribute hierarchy on the right

NS
@ DAF attributes

User Policy attributas

Group Policy attributes attached to the user profile

, - Group Paolicy atfributes attached ta the connection profile

Default Group Policy atinbutes

QUESTION 3

What are three methods for VPN address assignment? (Choose three.)

A. RADIUS authentication server

B. Kerberos server

C. internal address pool

D. RSA SecurelD authentication server

E. LDAP server

Correct Answer: ACE

http://www.cisco.com/en/US/docs/security/asa/asa82/configuration/guide/vpnadd.html

Configuring an IP Address Assignment Method The ASA can use one or more of the following methods for assigning IP
addresses to remote access clients. If you configure more than one address assignment method, the ASA searches
each of the options until it finds an IP address. By default, all methods are enabled. To view the current configuration,
enter the show runningconfig all vpn-addr-assign command. ?aa--Retrieves addresses from an external authentication
server on a per-user basis. If you are using an authentication server that has IP addresses configured, we recommend
using this method. ?hcp--Obtains IP addresses from a DHCP server. If you want to use DHCP, you must configure a
DHCP server. You must also define the range of IP addresses that the DHCP server can use.?ocal--Use an internal
address pool. Internally configured address pools are the easiest method of address pool assignment to configure. If
you choose local, you must also use the ip-local-pool command to define the range of IP addresses to use. To specify a

method for assigning IP addresses to remote access clients, enter the vpn-addr- assign command in global
configuration mode. The syntax is vpn- addr-assign {aaa | dhcp | local}.
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QUESTION 4

Which four statements about the Advanced Endpoint Assessment are correct? (Choose four.)

A. It examines the remote computer for personal firewall applications.

B. It examines the remote computer for antivirus applications.

C. It examines the remote computer for antispyware applications.

D. It examines the remote computer for malware applications.

E. It does not perform any remediation, but it provides input that can be evaluated by DAP records.

F. It performs active remediation by applying rules, activating modules, and providing updates where applicable.

Correct Answer: ABCF

Host Scan As a condition for the completion of a Cisco AnyConnect or clientless SSL
VPN connection, the remote t:u:rm;:ruter scans for a greatly expanded
collection of antivirus and an‘mp are applications, firewalls, operating
systems, and associated update also scans for any registry entries,
filenames, and process namexﬁ you specify. [t sends the scan results to the
security appliance. The se apphance uses both the user login credentials
and the computer sca ts to assign a Dynamic Access Policy (DAP).

With an Advancad
by configuring :

requireme nts;.é
Cisco can provide timely updates to the list of applications and versic 3}
Host Scan supports in a package that is separate from Cisco Secure [E

oint Assessment License, you can enhance Host Scan
empt to update noncompliant computers to meet version

QUESTION 5

The administrator configured a Cisco ASA 5505 as a Cisco Easy VPN hardware client and also defined a list of Cisco
Easy VPN backup servers in the Cisco ASA 5505. After an outage of the primary VPN server, you notice that your Cisco
Easy VPN hardware client has now reconnected via a backup server that was not defined within the original Cisco Easy
VPN backup servers list. Where did your Cisco Easy VPN hardware client get this backup server?

A. The backup servers that you listed were no longer available, so the Cisco Easy VPN hardware client queried the load
balance server for a "new" backup server address.

B. The backup servers that you listed were no longer available, so a Group Policy that was configured on the primary
VPN server pushed "new" backup server addresses to your client.

C. The backup servers that you listed were no longer available, so the Cisco Easy VPN hardware client queried the
primary VPN server via RADIUS protocol for a "new" backup server address.
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D. The backup servers that you listed were no longer available, so the Cisco Easy VPN hardware client queried and
received from a predefined LDAP server a "new" backup server address.

Correct Answer: B

http://www.cisco.com/en/US/docs/security/asa/asa84/command/reference/b.html#wp1366328

Usage Guidelines To remove the backup-servers attribute from the running configuration, use the no form of this
command without arguments. This enables inheritance of a value for backup-servers from another group policy. IPsec
backup servers let a VPN client connect to the central site when the primary ASA is unavailable. When you configure
backup servers, the ASA pushes the server list to the client as the IPSsec tunnel is established.

Configure backup servers either on the client or on the primary ASA. If you configure backup servers on the ASA, it

pushes the backup server policy to the clients in the group, replacing the backup server list on the client if one is
configured.
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