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QUESTION 1

Refer to the exhibit.

Cate and user

icate and user
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When you are testing SSL VPN in a non-production environment, certain variables in the Cisco ASDM session details
can be viewed or changed under Configuration > AnyConnect Connection Profiles.

Which parameter can be viewed or changed in the AnyConnect Connection Profiles?
A. Assigned IP address 10.0.1.50

B. Client TypE. SSL VPN Client

C. Authentication ModE. Certificate and User Password

D. Client Ver: Cisco AnyConnect VPN Agent for Windows

Correct Answer: C

QUESTION 2
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Refer to the exhibit.
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You have configured two SSL VPN Certificate to Connection Profile Maps for all employee and management users. The
Connection Profiles for the management users are not being applied when the "management" users connect.

Based on the configuration that is shown, what is the most likely cause of this issue?
A. The rule priority of the employee mapping is not low enough, and it needs to be lowered to 1.

B. The priority of the employee mapping is too low, and it needs to be increased, but not higher than the rule priority of
the management mapping.

C. The priority of the management mapping is too high, and it needs to be lower than the rule priority of the employee
mapping.

D. The matching criteria for the management mapping is too specific, and the CN matching parameter should be
removed.

Correct Answer: C
ASDM user guide p[age 35 52 Use the Add/Edit Certificate Matching Rule dialog box to assign the name of a list (map)

to a connection profile. Fields ?Map--Choose one of the following: - Existing--Select the name of the map to include the
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rule. New--Enter a new map name for a rule. ?Rule Priority--Type a decimal to specify the sequence with which the
security appliance evaluates the map when it receives a connection request. For the first rule defined, the default priority
is 10. The security appliance evaluates each connection against the map with the lowest priority number first. ?Mapped
to Connection Profile--Select the connection profile, formerly called a "tunnel group," to map to this rule. If you do not
assign a rule criterion to the map, as described in the next section, the security appliance ignores the map entry.

atching rule criterion
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QUESTION 3
Match the characteristic on the left with the correct IKE Mode on the right.

Select and Place:

Match the characteristic on the left with the correct IKE Mode on the right. ‘

IPsec Session Keys > IKE Main Mode ‘

Supports dynamically addressed peers using PSK

D-H Group 2-Default

IKE Aggrzssive Mode ‘

IPsec SA

D-H Group 1-Default @
Protects Peer Identity (\Q%
kN

- [ IKE Quick Mode |

Correct Answer:
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‘ Match the characteristic on the left with the correct IKE Mode on the right.

| L\ IKE Main Mode

- 2O° -
| ‘ C‘?ﬂ Protects Peer Identity

L ‘\\><> D-H Group 1-Default

IKE Aggrassive Mode

Supports dynamically addressed peers using PSK

D-H Group 2-Default

[ IKE Quick Mode

IPsec Session Keys

IPsec SA

QUESTION 4
Which three statements are Cisco AnyConnect VPN Client deployment options? (Choose three.)

A. Configure the Cisco AnyConnect profile to automatically launch client or clientless SSL VPN upon discovering a
trusted network.

B. Automatically download the Cisco AnyConnect VPN Client upon Cisco IOS WebVPN login.
C. Prompt user upon Cisco I0S WebVPN login to select client or clientless SSL VPN within X seconds.

D. Configure the Cisco AnyConnect profile to automatically disconnect the client or clientless SSL VPN tunnel upon
discovering an untrusted network.

E. User manually launches client from SSL VPN clientless portal.
Correct Answer: BCE

http://www.cisco.com/en/US/docs/security/vpn_client/anyconnect/anyconnect24/administration/guide/ac Olintro.html

QUESTION 5

Two temporary workers are given clientless SSL VPN access to the corporate network. To restrict their access to the
network, match the Cisco ASDM attribute on the left to the restrictive action on the right.

Select and Place:
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Two temporary workers are given clientless SSL VPN access to the corporatz network. To restrict their access to the nefwork,

match the Cisco ASDM atiribute on the left to the restrictive action on the right.
A
RN

Web ACL @j@ Restrict prelogin palicy.
S® . —
Extonticd ACT @@ Restrict postlogin paolicy.
oy lo%g Restrict ability to browse.
R Restrict access to a specific site.
Cannection Profile @?
o8

Disable URL entry

[ T
L
Web Portal Network Access Navig\af% Pane

Correct Answer:

Two temporary workers are given clientless S5L VPN access to the corporatz network. To restrict their access to the network,

match the Cisco ASDIM attribute on the left to the restrictive action on the right.
A,
RN
()

L&

Connectior Profile

— — —
N Group Palicy
Extendec ACL » (352 A
/\(L_)@b Disable URL entry
LQ\S.
("(’\(@ Web ACL
0/
ol
K
Web Portal Netwark Access Navig‘]ﬁ% Pane
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