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QUESTION 1

An engineer is deploying a Cisco NAC appliance in a highly routed environment and requires it to act as a DHCP server.
What deployment model should be used? 

A. Layer 3 Virtual Gateway OOB Real-IP Gateway 

B. Layer 2 Virtual Gateway 

C. Layer 2 Real IP 

D. Layer 3 Real IP 

Correct Answer: A 

 

QUESTION 2

What NAC appliance component is configured to create user roles, meet remediation requirements, and handle
checking for device compliance? 

A. NGS 

B. NAA 

C. NAS 

D. NAM 

Correct Answer: D 

 

QUESTION 3

Refer to the exhibit. 
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Viewing the Controller > Interfaces configuration screen, which statement about the nac- vlan interface configuration is
true? 

A. Wireless client traffic that is outbound on VLAN 176 will be switched to the trusted interface on the Cisco NAC
Appliance Server. 

B. Wireless client traffic that is outbound on VLAN 175 will be switched to the trusted interface on the Cisco NAC
Appliance Server. 

C. 10.10.175.1 is the IP address of the trusted interface on the Cisco NAC Appliance Server. 

D. 10.10.175.1 is the IP address of the untrusted interface on the Cisco NAC Appliance Server. 

E. VLAN 175 is the access VLAN. 

F. VLAN 176 traffic from the client will bypass the Cisco NAC Appliance Server. 

Correct Answer: E 

 

QUESTION 4

A WLAN is configured for AAA override. Valid user authentications are failing due to a custom ACL. What are two
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reasons the authentication could fail? (Choose two.) 

A. The ACL returned does not exist on the WLC. 

B. The name of the ACL on the WLC is not spelled correctly. 

C. The interface referred to in the returned ACL does not exist on the WLC. 

D. The ACL returned to the WLC prevents the end user device from receiving a DHCP address. 

E. The ACL name attribute has not been configured on the Cisco Secure ACS 

Correct Answer: AB 

 

QUESTION 5

Many users report being disconnected from the WLAN and WCS shows events for broadcast deauthentication frames.
What security feature mitigates the issue? 

A. WPA2 

B. MFP 

C. IDS 

D. ACL 

E. IPS 

Correct Answer: B 
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