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QUESTION 1

Which two statements best describe the local authentication configuration options for a Cisco WLC v7.0 and local mode
AP? (Choose two.) 

A. LEAP and EAP-FAST only 

B. LEAP, EAP-FAST, EAP-PEAP, and EAP-TLS only 

C. LEAP, EAP-FAST, EAP-PEAP, EAP-TLS, and EAP-MD5 

D. EAP-FAST with PAC provision only 

E. EAP-FAST with PAC or certificate provision 

Correct Answer: BE 

 

QUESTION 2

Which two statements describe the secure roaming process of a client between APs that are controlled by a Cisco WLC
v7.0? (Choose two.) 

A. determined by client algorithms 

B. determined by the WLC and AP infrastructure 

C. the WLC can only request a client roam using Cisco Compatible Extensions v3 and above 

D. the WLC can only request a client roam using Cisco Compatible Extensions v4 and above 

E. only implemented for VoWLAN 

Correct Answer: AD 

 

QUESTION 3

An engineer is responding to a man-in-the-middle attack and needs to enable security features to prevent such attacks
in the future. What security feature would prevent a man- in-the-middle attack? 

A. Management Frame Protection 

B. ACL 

C. Enable client and infrastructure MFP 

D. AAA Override 

Correct Answer: C 
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QUESTION 4

Refer to the exhibit. 

What does this Cisco Secure ACS v4.2 log indicate? 

A. The WLC is not configured as a client in the Cisco Secure ACS. 

B. The WLC is not configured as a server in the Cisco Secure ACS. 

C. Incorrect authentication exists between the WLC and Cisco Secure ACS. 

D. The wireless client is not configured as a client in the Cisco Secure ACS. 

E. Incorrect authentication exists between the wireless client and Cisco Secure ACS. 

Correct Answer: A 

 

QUESTION 5

How do you configure the Cisco Secure ACS v4.2 and Cisco WLC v7.0 to provide the most flexibility for the
management of authorized access on the WLC? 

A. Local management user defined on the WLC 

B. The WLC configured for RADIUS and the Cisco Secure ACS configured for RADIUS (Cisco Airespace) 

C. The WLC configured for RADIUS and the Cisco Secure ACS configured for RADIUS (IETF) 

D. The WLC configured for TACACS+ and the Cisco Secure ACS configured for TACACS+ (Cisco Airespace) 

E. The WLC configured for TACACS+ and the Cisco Secure ACS configured for TACACS+ (Cisco IOS) 

Correct Answer: E 
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